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Abstract—

We study the patterns and predictability of Internet

End-to-End service degradations, where a degradation is

a significant deviation of the round trip time between a

client and a server. We use simultaneous RTT measure-

ments collected from several locations to a large represen-

tative set of Web sites and study the duration and extent

of degradations. We combine these measurements with

BGP cluster information to learn on the location of the

cause.

We evaluate a number of predictors based upon Hid-

den Markov Models and Markov Models. Predictors typ-

ically exhibit a tradeoff between two types of errors, false

positives (incorrect degradation prediction) and false neg-

atives (a degradation is not predicted). The costs of these

error-types is application dependent, but we capture the

entire spectrum using a precision versus recall tradeoff.

Using this methodology, we learn what information is

most valuable for prediction (recency versus quantity of

past measurements). Surprisingly, we also conclude that

predictors that utilize history in a very simple way per-

form as well as more sophisticated ones.

One important application of prediction is gateway se-

lection, which is applicable when a LAN is connected

through multiple gateways to one or several ISP’s. Gate-

way selection can boost reliability and survivability by se-

lecting for each connection the (hopefully) best gateway.

We show that gateway selection using our predictors can

reduce the degradations to half of that obtained by rout-

ing all the connections through the best gateway.

I. INTRODUCTION

The Internet, to a large extent, is used for interactive

communication; with many applications being highly

� School of Computer Science, Tel Aviv University, Tel

Aviv 69978, Israel.

E-mail: fhaimk,natali,mansourg@cs.tau.ac.il.
�� AT&T research labs, 180 park ave. Florham park, NJ, USA.

Email: edith@research.att.com.

sensitive to temporary link congestion or server over-

loads. The Internet is composed of thousands of Au-

tonomous Systems (ASes) that peer with each other;

and routing between different ASes is governed by the

Border Gateway Protocol (BGP) version 4 [1]. BGP4

effectively scales up to support connectivity between

the large number of distinct ASes and IP addresses:

there are typically multiple paths between two hosts,

and BGP is able to select a path and route along that

path. On the flip side, since BGP path selection is

guided by static heuristics and policies, the selected path

is often suboptimal. BGP is known to be vulnerable to

long convergence periods following link and router fail-

ures [2]; since BGP does not incorporate frequent active

measurements, end-to-end performance can suffer from

temporary link congestion that can be caused by time

of day effects or flash crowds. Moreover, even when

such “temporary” effects are discounted, since BGP se-

lection metrics do not incorporate even infrequent mea-

surements, it typically does not obtain a path with bet-

ter average performance in terms of loss-rate or prop-

agation delay – it is well known that round-trip-times

(RTT) of selected paths may not satisfy the triangle in-

equality [3].

The focus of our study is the occurrence of service

degradations (degradations) from the viewpoint of users

contacting Web servers on the “global” Internet, where

degradations are events that noticeably affect most inter-

active applications. We characterize degradations and

use measurements from 4 different ASes to study their

location and properties; We then explore the predictabil-

ity of degradations by first developing a framework for

comparing different predictors and developing predic-

tion algorithms; Last, we explore applications for these

predictions aimed at bypassing degradations.

Characterizing degradations and their properties

In order to obtain a reasonable set of “representative”

destinations, we used a proxy log and weighted each

destination by the number of logged HTTP requests.



Results on degradations were then scaled according to

these weights; this weighting is important for reflect-

ing on occurrence of degradations under normal usage,

since there is a large skew in popularities of servers and

there is correlation between popularity and reliability

(popular servers tend to be more reliable).

We define degradations as a deviation from “normal”

of the RTT (Round Trip Time) between two points. (We

define “normal” according to the minimum or the me-

dian RTT measurement – we show that in most cases the

difference between minimum and median is small com-

pared to the deviations in RTT we consider as degrada-

tions). We chose to use RTT, since changes in RTT are

typically correlated with other quality measures such as

change in bandwidth; the RTT can be measured with

very small overhead; and the RTT is feasible to obtain

on paths for which we don’t have control of hosts at both

ends. We then discretize degradations into levels, that

range from deviation of 50ms to packet loss. Smaller

deviations do occur, but most applications (in particular

Web browsing) are less sensitive to them.

We collected simultaneous periodic RTT measure-

ments from four different Autonomous Systems (ASes)

to the same set of destinations. From this data we ex-

tracted information as to the location of the cause of

degradations. (e.g. if destination was unreachable from

4 of the ASes then the trouble location is likely to be

close to the host and otherwise, it is likely to be on the

path to the host). We also identified blackout periods

which are continuous periods where degradations is ex-

perienced between a gateway and a destination. We ob-

served that the majority of blackouts were not shared on

all gateways, which indicates that degradations can be

bypassed.

Predicting degradations

We considered the problem of predicting whether a

measurement will experience degradation based on the

history of previous measurements (to the same destina-

tion from the same point). We use tools commonly used

in Machine Learning and Information Retrieval fields to

both develop and compare different predictors, and ap-

ply predictors based on Markovian models and Hidden

Markov Models.

We compare the quality of different predictors using

the precision-recall curve. This curve captures, for each

predictor, the complete tradeoff between cost of false-

positives (incorrectly predicting a good measurement to

be “degraded”) and false-negatives (incorrectly predict-

ing a “degraded” measurement to be good). The rela-

tive cost of false-positives and false-negatives is highly

application-dependent. The tradeoff curve, however,

captures the entire spectrum, and thus, ensures that our

results are robust. In our context, recall is the fraction

of the degradations which the predictor predicts cor-

rectly and precision is the fraction of our degradation-

predictions that turned out to be correct.

We confirm the basic intuition that prediction quality

improves with more measurements and with more re-

cent measurements, and quantify the importance of re-

cency and quantity for prediction. The design of our

prediction algorithms (which we will refer to as predic-

tors) exploited this observation. Typically, the relative

performance of the predictors we evaluated was consis-

tent across different recall values (that is, if predictor

had a better precision on a particular recall value then

this was often the case on all recall values). We find

that simple predictors, which utilize history in a simple

way, matched the performance of more complex ones.

For example, the best predictors could predict level-3

degradations (RTT increase of 200ms or more) on recall

of 60% and precision of 75%.

Bypassing degradations

One important application of prediction is Perfor-

mance based gateway selection (also termed ”intelligent

routing”), which is applicable when a LAN is connected

through multiple gateways to one or several ISP’s or

also for a multi-peered AS selecting the best peering

link. Gateway selection can boost reliability and sur-

vivability by selecting the (hopefully) best gateway for

each destination.

� LANs and proxy servers are often connected to sev-

eral ISPs (to each via a different external IP address), for

backup or load balancing considerations. Link selection

in this case can be arbitrary: some links can be used only

as backups in case of failures of other links; traffic can

be partitioned using a simple load balancing; or in the

best case BGP defaults can be used. Gateway selection

can more fully reap the benefits of this expensive link

diversity, by routing traffic through the presently better

ISP link.

� ASes typically peer with several ASes, and large ASes

peer with each other at several points. When routing a

packet, intra-AS routing protocols can have the choice

of which gateway to choose. An AS that deploys intelli-

gent routing can improve performance for its clients by

better selection of a peering link.



Development of intelligent routing products is driven

by BGP limitations and the desire to carefully select,

and fully utilize, costly links and peering relations [4],

[5], [6], [7], [8], [9]. These devices are mostly intended

for LANs that have more than a single peering point to

the Internet. These products distribute traffic outgoing

from the LAN between the multiple peering points so

that the overall performance is optimized from the point

of view of the LAN.

Even though many products are offered, predictors

and the potential of gateway selection had not been care-

fully studied. We study the potential performance im-

provement of gateway selection and show that our pre-

dictors can reduce degradations to half of what can be

obtained by routing all the connections through the best

gateway. We also show that intelligent selection on

top of two “unreliable” gateways can surpass in perfor-

mance the most reliable single gateway.

Last, we consider the overhead of measurements re-

quired for these predictions, and provide some prelimi-

nary assessment of active versus passive measurements,

and of the benefit of clustering destinations. To that end,

we observe that static selection (selecting the same gate-

way per address for the whole measurement period),

which utilizes much fewer measurements, can reduce

the degradation rate to 75% of that of the best gateway.

Related work

There had been considerable work on increasing re-

silience of Internet connections. This included repli-

cating content or Web servers (creating mirrors). The

“best” destination is then selected either at the server

end, as done by Content Delivery Networks (CDNs); at

the client end via mirror selection; or by enhancing the

network (Anycast [10]).

We complement these mirroring-based approaches.

First, for scalability purposes, CDNs are able to tar-

get and serve mainly popular Web sites; we operate

from the client end and thus able to tailor it to desti-

nations used by the clients (including destinations with

low overall popularity). A fundamental difference be-

tween our approach and mirroring is that we select a

better path to the same destination rather than select a

better mirror destination. Moreover, mirroring is often

deployed mainly as a way to handle increased load of re-

quests and resilience to server failures, with all alterna-

tive IP addresses (mirrors) lying in the same BGP prefix.

In this case, mirroring does not provide resilience from

BGP path failures.

Another direction of related work focused on de-

veloping an infrastructure for tracking and answering

queries on path quality (e.g., the IDmaps project [11]).

Our study focuses on tracking route quality from a small

set of sources to a set of destinations that represents us-

age.

A related study explored the constancy properties of

Internet routes [12]. Our study is different in that we

focus on the “global” Internet (we scale our results by

server popularity), whereas they focus on selected set

of paths between pairs of hosts in universities and re-

search labs (the nimi infrastructure). Our study also

goes beyond path properties and looks at predictability

of degradations and applications.

Another related project is RON [13] (Resilient Over-

lay Networks) which proposed to use routes through dif-

ferent peers (hosts in the network) in order to bypass

degradations. The case made for RONs is rooted in the

same basic issues that also promote intelligent routing

(and gateway selection): essentially, BGP inability to

find the best available route. Gateway selection, how-

ever, is a different application than Ron’s. We focus on

a fixed number of gateways and evaluate the potential

gain on “normal” Web traffic.

Structure of the paper

In Section II we describe our measurements method-

ology and data we collected. In Section III we present

and motivate our definition of degradations and present

the precision-recall metrics for predictors. Section IV

studies some basic properties of degradations and Sec-

tion V utilizes simple predictors to learn what properties

of the history are important for prediction. In Section VI

we present prediction algorithms and in Section VII we

evaluate their performance. Section VIII evaluates gate-

way selection. Section IX is concerned with the over-

head of measurements used for prediction.

II. DATA AND MEASUREMENTS

We describe how we collected the basic dataset of IP

addresses and how we performed measurements.

A. Obtaining a representative set of Web servers

We downloaded a trace spanning 3 days of traf-

fic through the UC NLANR cache from July 25-27,

2001 [14]. There were 1.96M successful requests (that

is, requests with HTTP response code 200 (OK), 302

(Redirect), or 304 (Not Modified)), made to 46,030 dis-

tinct hostnames. We then performed several rounds of



DNS resolutions on these hostnames, obtaining 35,124

distinct IP addresses. We associated an importance

weight to each IP address, equal to the fraction of re-

quests in the log directed to hostname(s) which resolved

to this address: A single hostname may have multiple

IP-addresses (load balancing) and a single IP-address

can serve multiple hostnames (virtual hosting or alias-

ing); When a hostname had several IP addresses, we

equally divided its weight among the addresses.

We computed basic metrics (specifically, degradation-

rate) over measurements by weighting measurements

associated with an IP address according to the impor-

tance weight of the IP address. This weighting resulted

in a mimicked per-request calculation, since, each ad-

dress “contributes” proportionally to the fraction of re-

quests associated with it.

B. Measuring round-trip times.

We made periodic Round Trip Time (RTT) measure-

ments to selected IP addresses. The RTTs were mea-

sured using the Perl socket module by sending a SYN

packet to the server and waiting for the acknowledg-

ment to come back. The measurements were recorded

to the accuracy of a millisecond. We note that these

“RTT” measurement include both path delay and server

response time (that is, the delay between the time the

host receives the SYN and sends back the ACK). Server

response time, however, is typically negligible relative

to path delay. Moreover, since our purpose is to monitor

the end-to-end path, this combined metric is appropri-

ate.

We performed measurements from four different lo-

cations: Two locations in California bay area (AT&T

Lab in Menlo Park and ACIRI in UC Berkeley) and two

locations in New Jersey (AT&T Lab in Florham Park

and Princeton University). We refer to these locations

as CA-1, CA-2, NJ-1, and NJ-2 gateways, respectively.

Subsequently we use two measurement datasets:

� One week of hourly measurements to all 35,124 IP

addresses from CA-1 and NJ-1 gateways (24 � 7 = 128

measurements per gateway/address); this dataset was

used mostly for median RTT statistics and evaluation

of static gateway selection.

� One week of once-a-minute measurements to a

weighted sample (using the weights mentioned above)

of 100 addresses, from all 4 gateways1 ( 60 � 24 � 7 =

10080 measurements per gateway/address).

1This data set was used in the evaluation of our prediction algo-

rithms. 8 of these 100 addresses had all “disconnects” measure-

III. MODEL AND PREDICTION METRICS

We classified each RTT measurement as degraded or

not-degraded by considering its deviation from the min-

imum recorded RTT between a gateway and the IP ad-

dress in a measurement period. When the route is stable,

this minimum recorded RTT reflects delay when the net-

work is not congested and we refer to it as propagation

delay. Defining degradations with respect to the mini-

mum RTT rather than the median RTT is more inclusive,

in that more measurements are classified as degraded.

Basic statistics daily minimum RTTs and daily medi-

ans of RTTs shows that our definition of degradation

is fairly robust: We observed that 90% of the differ-

ences between the daily minimum of the RTTs of an IP-

address and the daily median of its RTTs were smaller

than 30ms. Thus defining a degradation as a deviation

with respect to the median RTT would have given simi-

lar set of degradations. We also observed that these two

metrics were stable and did not change much between

consecutive days.

We classified degradations into discrete degradation-

levels by considering the magnitude of the differ-

ence between the RTT and the propagation delay.

Each level has a threshold T , and measurements

that exceed the respective propagation delay by more

than T milliseconds are classified as degradations

of this level. We used six levels by exponentially

varying the fixed threshold T : the values T =

50ms; 100ms; 200ms; 400ms; 800ms; 1600ms define

degradation-levels 1; : : : ; 6 respectively. Note that the

vast majority of measurements classified as degrada-

tions of level 6 constitute packet loss. Thus, we refer

to level-6 degradation as disconnects. To ensure ro-

bustness of our conclusions, the smallest degradation-

level we worked with is 50ms deviation, which is large

enough to be noticed by end-users and is above the 90th

percentile both for the differences between consecutive

daily medians and the differences between daily median

and daily minimum. Throughout the paper we show re-

sults for degradation-level 3 (T = 200 milliseconds)

and for degradation-level 6 (disconnects). The results

for other degradation-levels and other gateways were

similar.

Figure 1(A) shows the fraction of measurements that

ments and they are not included in statistics. We also removed two

addresses that had disconnects 99% of the time and another address

that went and remained disconnected in the middle of the measure-

ment duration.



constituted degradations at each level and gateway. The

figure shows that about half of level-3 degradations were

also level-6 degradations, but there are many more level-

1 and level-2 degradations than level-6 degradations.

Thus, most deviations in RTT are either “small” (below

100-200ms) or “disconnect.” Figure 1(B) gives a picture

of the total degradation-rate as a function of time from

each of the 4 gateways, over a 7 day measurement pe-

riod. Gateways NJ-2 and CA-2 had considerably higher

degradation-rates than NJ-1 and CA-1. None of the

gateways had long durations of total blackouts, although

NJ-2 had two bad 20-minute periods. The diurnal ef-

fects are also evident in the graphs.

A. Defining predictors

For each IP-address we obtain a sequence of measure-

ments, RTT
t

1

; RTT

t

2

; : : :, where RTT

t

is the round

trip time we recorded at time t.

Our predictors attempt to predict whether RTT
t

is

degraded using measurements performed before time t.

For a fixed degradation-level `, for each measurement

RTT

t

, we define the binary value f

t

2 f0; 1g to be 1

if and only if RTT
t

is degraded at that level, that is,

RTT

t

�P > 50� 2

`�1

ms, where P is the propagation

delay.

The predictors we consider attempt to predict f
t

using

the sequence of binary values f
x

for x < t. It may seem

that restricting the predictors to use the f
t

’s rather than

the RTT

t

’s would result in weaker predictors, but the

exponential scale according to which levels are defined

sets different levels sufficiently apart.2

Our predictors associate risk factors with current

measurements based on a history of previous measure-

ments. The risk-factor is a real number with the fol-

lowing interpretation: measurements that the predictor

deems to be more likely to be degraded are assigned

higher risk factors. Some predictors we consider use

risk factors values in [0; 1] that are interpreted as the

“likelihood” that the current measurement is degraded.

Formally, let H
t

be a set of pairs of the form (z; f

z

)

(z < t), corresponding to a measurement performed at

time z < t. For a predictor h, we denote by h(H
t

; t) the

risk-factor associated by predictor h for time t, given

H

t

. When H

t

is clear from context, we use the short-

2Indeed, experiments we did show that predictors that use in-

formation on lower-level degradations do not perform much bet-

ter than similar predictors that treat lower-level degradations as no-

degradations.

hand h(H

t

; t) � h(t). In order to obtain a set of bi-

nary predictions from the real-valued risk-factors, we

use a threshold parameter �. Each value of � results in a

mapping of all measurements to two sets: predicted de-

graded, and predicted not-degraded, where a measure-

ment at time t is a predicted degraded if and only if its

risk-factor is at least �, that is, h(t) � �. By sweeping

the value of the parameter � we obtain a spectrum of

predictions for the predictor h.

B. The recall and precision metrics

Two standard metrics for the quality of a binary pre-

diction are precision p(�), which is the fraction of “pre-

dicted degraded” that constitute “actual degraded,” and

recall r(�), which is the fraction of “actual degraded”

which are also “predicted degraded.”

r(�) = Pr[h(t) � �jf

t

= 1] (1)

p(�) = Pr[f

t

= 1jh(t) � �] (2)

For each predictor hwe sweep � to obtain a precision-

recall curve. Lower values of the threshold � result in

more-inclusive degraded predictions, thus the recall in-

creases as � decreases. We generally expect prediction

algorithms to be more accurate when the recall is small

(to first catch the “obvious” degradations). Thus, we ex-

pect the precision to decrease as the recall increases. In

particular, there are two “trivial” points on the precision-

recall curve. When the recall is zero (predicted degraded

measurements are the empty set), we define the preci-

sion to be 1. When the recall is 1, it is always possible

to obtain precision equal to the fraction of all measure-

ments that are degraded (by predicting all points to be

degraded).

The performance of two different predictors can be

compared using their precision-recall curves: The pre-

dictor which obtains higher recall for the same precision

(or higher-precision with the same recall) performs bet-

ter on that recall (precision) value. Our predictors result

in discrete set of points each for a recall value. To fa-

cilitate a comparison we interpolated these points to a

continuous curve. Note that the right interpolation is

not linear.3

3Consider two threshold values �
1

< �

2

and the corresponding

points (r(�
1

); p(�

1

)) and (r(�

2

); p(�

2

)). By definition, r(�
1

) �

r(�

2

). If r(�
1

) < r(�

2

), we need to obtain points with intermediate

recall values in order to complete the curve. We show how to obtain

a point with recall (1 � �)r(�

1

) + �r(�

2

) for 0 < � < 1. Con-

sider the respective set of predicted degraded, R(�
1

) and R(�

2

),
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Fig. 1. (A) Histogram showing fraction of degradations of each level for each of the four gateways, using measurements on

a weighted sample of 100 IP-addresses. (B) Histogram showing fraction of degradations from each gateway aggregated

to hours. The graph shows that (with the exception of CA-2) there were no long duration “total gateway degradations.”

IV. BASIC DEGRADATIONS STATISTICS

Prior to presenting and evaluating predictors, we gain

some insights by considering basic patterns. We use the

once-a-minute, 4-gateway, 100 addresses dataset and

determine what fraction of degradations are part of a

“blackout” and to what extent are blackouts shared by

several gateways

A. Blackout durations

We looked at continuous intervals of measured degra-

dations, which we dubbed blackout durations. For each

degraded measurement, we looked at the length of the

blackout duration that it lies in. Figure 2 shows the cu-

mulative distribution of measurements that lie in black-

out durations of certain lengths, for each of the 4 gate-

ways. The figure shows that most degradations occur in

very short blackout durations (of 1-3 consecutive mea-

surements), but considerable fraction occurs in longer

durations. This statistics provides some hints to the per-

formance of predictors, since degradations in a short

blackout duration are harder to predict with high pre-

cision.

for �
1

and �

2

. By definition we have R(�

1

) � R(�

2

). Consider

the prediction where the set of predicted degradations consists of

R(�

1

) and a random sample of � fraction of the measurements in

R(�

2

) n R(�

1

). It is not hard to see that the expected recall of this

prediction is r(�
1

; �

2

; �) = (1��)r(�

1

)+�r(�

2

) and the expected

precision is p(�
1

; �

2

; �) =

(1��)r(�

1

)+�r(�

2

)

�r(�

2

)=p(�

2

)+(1��)r(�

1

)=p(�

1

)

B. Correlation between gateways

An interesting question is to what extent are blackout

durations shared among gateways. The answer would

also provide indication as to the location of the cause,

since degradations caused by trouble closer to the desti-

nation or at the destination server itself are more likely

to be shared.

In Figure 3 we considered all 4 gateways jointly. For

each degraded measurement, we looked at the length

of the current blackout (consecutive degraded measure-

ments prior to current one) and the number of gateways

that “shared” this blackout. The figure illustrates that

longer blackout durations are more likely to be shared

on all 4 gateways. Thus, are more likely to be caused

by failures or overload at the destination server. Par-

ticularly interesting are blackouts that were shared by 2

out of the 4 gateways; these degradations are due to the

network rather than the destination host and are likely

to involve a central link and have larger-scale effects.

We observed that the large majority of 2-gateway black-

outs involved same-coast pairs (CA-1 and CA-2 or be-

tween NJ-1 and NJ-2). 3-way blackouts were very rare,

whereas 4-way blackouts included about 10% of degra-

dations.

This statistics provides clues to the effectiveness of

gateway selection in avoiding service degradations and

loss of connectivity. 4-way blackout durations (dura-

tions shared by all gateways) can not be avoided with

selection whereas blackouts shared by only a subset of

the gateways can potentially be circumvented by select-
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measurements . The other curves give the breakdown ac-

cording to the number of gateways that shared the black-

out. A degradation in blackout duration x was considered

shared with another gateway, if the other gateway had a

blackout duration of at least x�5 just prior to the time of

measurement.

V. WHAT IS IMPORTANT FOR PREDICTION?

We learn what basic properties of the measurement

history are important for prediction by evaluating the

performance of simple predictors using the dataset of

periodic 1-minute measurements. In particular, we look

at the quality of prediction as a function of the re-

cency and quantity of previous measurements. We also

check to what extent the likelihood of a degradation de-

pends on the particular pattern of previous degradations.

These basic properties allow us to understand how mea-

surement history can be collapsed to a smaller number

of states when considering more involved predictors.

We also gain insight on what measurements should be

collected for effective prediction.

When predicting degradations based on past behav-

ior, there are two intuitive guiding principles: The re-

cency principle states that more recent measurements

are more indicative of current performance; The quan-

tity principle states that more measurements, through

higher confidence levels, yield better predictions. We

use two simple families of predictors to illustrate that

these intuitive principles hold for our data.

1. Single-measurement predictors SINGLE
n

(t), where

the risk-factor for the current measurement is based on

a single measurement taken n minutes before. For-

mally, the risk-factor associated at time t by SINGLE
n

is SINGLE
n

(t) = f

t�n

. Two simple observations are

that (i) since the risk-factor is binary, the predictor pro-

vides a single point on the precision recall tradeoff 4.

(ii) for a given data set, the number of predicted de-

graded (i.e., measurements where SINGLE
n

(t) = 1) is

equal to the number of degraded (i.e., measurements

for which f

t

= 1) and thus the precision and recall of

SINGLE
n

are identical.

2. Fixed-window-count F-WINDOW
n

(t) The risk-

factor returned by fixed-window-count is the average of

the n most recent measurements. F-WINDOW
n

(t) =

4This endpoint can be completed to a curve using the trivial points

with recall values 0 and 1.
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The recency principle is illustrated through single-

measurement predictors. Table I shows the performance

of single-measurement predictors on our data while

varying the recency n. As one can see, the more recent

the measurement, the more accurate the prediction. The

table also shows that although prediction quality does

deteriorate with n, the total difference in recall and pre-

cision between the most and the least recent measure-

ment that we considered (n = 1 and n = 15) is 15%.

Minute NJ-2, level 6 NJ-1, level 3

recall (=precision) recall (=precision)

1 0.33 0.52

2 0.31 0.50

4 0.30 0.48

7 0.28 0.46

10 0.27 0.45

15 0.26 0.44

TABLE I

DEMONSTRATING THE RECENCY PRINCIPLE THROUGH

SINGLE-MEASUREMENT PREDICTORS.

The quantity principle is illustrated in Figure 4

through Fixed-window-count predictors. Figure 4

shows the performance of these predictors for n =

1; 5; 10; 50. Fixed-window count predictors for larger

values of n rely more on “quantity” and less on “re-

cency.” The F-WINDOW
50

predictor outperforms oth-

ers in high recall and is outperformed by F-WINDOW
10

for lower recall. In turn, F-WINDOW
10

is outperformed

by F-WINDOW
5

for lower recall. The F-WINDOW
1

predictor (which is the same as SINGLE
1

) is outper-

formed by all other illustrated window predictors. The

F-WINDOW
50

predictor emerges as the strongest predic-

tor among the four. Even though it achieves slightly

worse precision (about 10% less) for low recall, it

achieves better precision for high recall values. These

results suggest that quantity is in a sense a stronger per-

formance factor of a predictor.

VI. DEGRADATION PREDICTION ALGORITHMS

Using the lessons from the previous section, we

introduce more involved prediction algorithms. We

start with the EXPDECAY
�

(exponential decay) and

POLYDECAY
�

(polynomial decay) predictor fami-

lies, and continue to two model-building predictors:

VW-COVER and HMM.

A. Exponential-decay predictors

The EXPDECAY
�

(t) family of predictors is param-

eterized by � 2 (0; 1). The relative importance of

each measurement is exponentially decreasing with its

recency (elapsed time since performed).

Let H
t

be the set of available measurements before

time t. The risk factor assigned by EXPDECAY
�

is

EXPDECAY
�

(t) =

P

t

0

2H

t

f

t

0

�

t�t

0

P

t

0

2H

t

�

t�t

0

:

The risk-factor is the ratio of the weight of degraded to

the weight of all measurements; it gives higher weight

for measurements which are more recent; it is additive

over measurements that are degraded. EXPDECAY pre-

dictors with � closer to 1 put a stronger emphasis on

quantity and predictor with � closer to 0 emphasize re-

cency. The value of � that performs best depends on the

data and can be determined experimentally.

When measurements are periodic (intervals between

measurements are the same) the denominator is fixed for

all measurements and the risk factor is

EXPDECAY
�

(t) =

1� �

�

X

i�1

f

t�i

�

i

:

One of the appeals of the EXPDECAY family is that it

requires very little bookkeeping, since the risk factor at

time t can be easily obtained from the risk-factor at time

t� 1: For periodic measurements we have

EXPDECAY
�

(t+ 1) = (1� �)f

t

+ �EXPDECAY
�

(t) :

For arbitrary measurements we need to separately track

the numerator and denominator values; namely

N-EXPDECAY
�

(t) =

X

t

0

2H

t

f

t

0

�

t�t

0

D-EXPDECAY
�

(t) =

X

t

0

2H

t

�

t�t

0

:

and the update calculation when a new measurement ar-

rives is straightforward.

B. Polynomial-decay predictors

Polynomial-decay predictors are similar to exponential-

decay predictors in that they follow the recency and

quantity principles and are “additive” over degraded

measurements. The decay in the weight of a measure-

ment is polynomial instead of exponential; more pre-
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Fig. 4. Demonstrating the quantity principle through the fixed-window-count predictors F-WINDOW
1
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5

,

F-WINDOW
10
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50

.

cisely, the value of a measurement is inversely propor-

tional to t��, where t is the elapsed time (in our experi-

ments we measure elapsed time in minutes).

POLYDECAY
�

(t) =

P

t

0

2H

t

f

t

0

(t� t

0

)

��

P

t

0

2H

t

(t� t

0

)

��

:

The computation of polynomial-decay risk-factors re-

quires maintaining more state than exponential-decay;

exact computation requires remembering the complete

history; a (1+�)-approximation, however, can be main-

tained by tracking O(log

(1+�)

1=�

T ) values, where T is

the ratio of the elapsed time for the least-recent mea-

surement we consider to the minimum measurement

gap. Our experimental results are based on an approxi-

mate computation with � = 0:01.

Properties of EXPDECAY and POLYDECAY

The value of a measurement declines much more

slowly with polynomial-decay than with exponential-

decay. A basic qualitative difference is that with ex-

ponential decay, the relative value of measurements is

fixed over time and depends on the absolute time dif-

ference between them: Exponential decay predictors as-

sign the same relative value to measurements performed

1 and 5 minutes ago as to measurements performed 101

and 105 minutes ago. With polynomial-decay predic-

tors, the relative value of two measurements depends

on the ratio of their elapsed times, and thus the relative

difference in weight of two measurements decreases as

time progresses.

Model-building predictors

We now discuss predictors that build a model for

the data, and then use that model for predictions. The

single-measurement and fixed-window-count predictors

are special cases of Markovian predictors that assume

that for the sake of prediction, the entire history can be

effectively summarized by a certain number, say n, of

recent measurements of RTT to the particular IP address

(in which case it is called an nth order Markov model).

Since our measurements are casted to be binary (de-

graded vs. not-degraded), an nth order Markov model

for them has 2

n potential states. One way to overcome

the explosion in the number of states in an nth order

Markov model is to make additional assumptions about

the states. For example, use the principles observed on

the simple predictors to cluster the states into fewer clus-

ters of “similar” states.

C. The VW-COVER predictor

The fixed-window count predictors introduced ear-

lier associated higher risk when the window contained

more degraded measurements. We had seen, how-

ever, that predictors with different window sizes, say

F-WINDOW
50

and F-WINDOW
5

are not comparable;

which suggests that prediction algorithms that use a mix

of different window sizes may outperform the fixed-

window count predictors.

The VW-COVER (Variable Window Cover) algorithm

try to predict based on counting degraded measurements

in windows of varying sizes. This predictor uses test

data to construct a prediction model; predictions are



then made using this model.

The prediction model is a sequence of pairs of the

form (a

i

; b

i

) where a

i

� b

i

. The b

i

specifies the win-

dow size and the a

i

the number of degradations in the

window. The model is then used to obtain risk-factors

using the formula

VW-COVER(t) = argmin

i

b

i

X

k=1

f

t�k

� a

i

:

That is, the risk-factor at time t is the minimum index i

such that at least a
i

of the b
i

measurements taken before

t are degraded.

Next we explain how we construct the model (i.e. the

sequence of pairs (a

i

; b

i

)). Our algorithm is greedy5

choosing the “best” pair at each step. Suppose we have

already chosen p

1

= (a

1

; b

1

), � � �, p
j

= (a

j

; b

j

) and

we are about to choose the (j + 1)

st pair. We define

T

j

, the set of predicted-degraded by p

1

, � � �, p
j

, as the

set of all t such that for some i � j,
P

b

i

k=1

f

t�k

� a

i

.

For a pair p = (a

m

; b

m

) not yet chosen we associate the

set of newly predicted degraded N(p) to be all t 62 T

j

such that
P

b

m

k=1

f

t�k

� a

m

. The utility of the pair p is

defined as

w(p) =

jft 2 N(p) j f

t

= 1gj

jN(p)j

:

We pick the (j + 1)

st pair to be the yet unpicked pair

with maximum utility. 6

D. Hidden Markov Model

In contrast to Markovian models, which assume that

the entire history can be summarized by a certain num-

ber, n, of recent observations, the Hidden Markov

Model (HMM) assumes that the system has a state

which we do not observe. Formally, the model is an au-

tomata, with a finite set of states S, and for each state s

there is an output probability �(s) (the probability that

we output either 0 or 1). In addition there is a proba-

bilistic transition function, that determines the probabil-

ity distribution of the next state, given the current state.

5It is similar to the greedy approximation algorithm for the

weighted set cover problem. Theoretical results for the classic

weighted set cover algorithm establish that the greedy algorithm

produces a cover that is a reasonable approximation of the optimal

cover.
6For gateway selection we used the values 1 � w(p

i

) as the risk

factor (rather than the index i). Typically (but not necessarily) utility

values are decreasing with i, and performance is the same whether

we use i or 1� w(p

i

) as the risk factor.

Intuitively, the model specifies how, in a probabilistic

way, the output string is generated.

The HMM can be applied for prediction. This is done

by first computing the probability distribution of the cur-

rent state, denoted by p

t

(s). To predict the probabil-

ity for degradation we compute the expected value of

a degradation given the current state distribution. For-

mally,

HMM(t) =

X

s2S

�(s)p

t

(s) :

The HMM algorithm updates p
t

(s) using the current

measurement f
t

. (Note that p
t

(s) changes both because

we have more measurements, and also because the un-

derlying model might have changed states.)

We build a model given a test sequence by using

the standard Baum-Welsh algorithm. This algorithm at-

tempts to find a model with the maximum likelihood to

produce the given sequence. In our experiments we used

an HMM with three states (working with more states did

not improve prediction). 7

VII. EXPERIMENTAL EVALUATION

We evaluate the performance of the different predic-

tors introduced in Section VI. We also perform experi-

ments which supports the robustness of our findings.

The evaluation uses the 100 addresses once-a-minute

4 gateway measurements.

A. Parametric-decay predictors

Figure 5 shows the performance of the EXPDECAY

and POLYDECAY predictors. Predictors with slower de-

cay had worse relative performance on low-recall/high-

precision area and better relative performance in the

high-recall/low-precision area; and vice-versa for fast

decay.8 The POLYDECAY predictor with � � 1:8 and

EXPDECAY with � � 0:65 resulted in similar predic-

tions. Values of � � 1:8 (fast decay) seemed to perform

similar to each other and slightly worse than � = 1:4.

7The two model-building predictors we presented were tailored to

periodic measurements whereas the parametric decay predictors ap-

ply when measurements are performed at arbitrary times. We com-

ment that the HMM predictor can be applied to measurements per-

formed at arbitrary times, by treating other times as “missing” data

points; when a data point is missing, p
t

(s) is updated only due to

the HMM automaton changes states, without taking into account

the value of the data points.
8For fast decay predictors the risk factor effectively depends on a

small number of measurements. Therefore it obtains a smaller set of

values. This may explain the wave pattern evident in the figure for

these predictors. It is an artifact of our nonlinear interpolation.
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On the slow-decay side, POLYDECAY with � � 0:6 and

EXPDECAY with � � 0:99 performed worse than other

predictors, and progressively worse for slower decay.

Our results suggest that fine tuning of the decay parame-

ter value is not necessary. The “sweet spot” range of the

decay parameter was � 2 [0:75; 0:95] for EXPDECAY

and � 2 [1; 1:4] for POLYDECAY, across gateways and

degradation-levels, with relatively small variance in per-

formance within this range.

B. Attainable prediction quality

Figure 6 shows the precision vs. recall curves of 6

predictors for degradations of levels 3 (part A) and 6

(part B). The predictors shown are F-WINDOW
10

(fixed

window of 10 previous measurements), F-WINDOW
50

,

EXPDECAY
0:99

, EXPDECAY
0:95

, VW-COVER and

HMM.

Our predictors achieve good precision vs. recall

tradeoffs. For example, a recall of 0.5 (which means

capturing 1/2 of the degradations) can be obtained with

precision close to 90% (which means that only 10% of

the time that we guess a degradation we are wrong). We

observe that when one of these predictors dominates an-

other predictor on one recall value it tends to dominate

or be close to it on other recall values. This implies

that there is a notion of a universal predictor that per-

forms well across costs ratio of false positive error to

false negative error.

By contrasting we see that degradations of level-6

are harder to predict than level-3, as all predictors have

lower precision values. For recall value of 0.5, the best

predictor shown has precision of about 0.4. The best

level-6 predictors are again VW-COVER and HMM,

with EXPDECAY
0:95

being slightly worse. The gap be-

tween the precision obtained by the best and worst pre-

dictors shown is larger than for level-3 degradations and

reaches 40% for some recall values.

Our results show that the model building predic-

tors only slightly outperform the parametric-decay pre-

dictors. This is encouraging since EXPDECAY
0:95

is considerably simpler to implement than HMM or

VW-COVER.9

We checked the universality of the models produced

by the VW-COVER and HMM predictors, by applying

models produced for one set of measurements to an-

other set of measurements from a different gateway. The

results (omitted for lack of space) indicate that indeed

the models produced by VW-COVER and HMM are not

limited to specific gateways or time periods and are gen-

erally applicable.

C. Correlation between degradation-rate and pre-

dictability

The predictability of degradations depends to a large

extent on their pattern. Random scattered degradations

are hard to predict, whereas degradations that appear

for some duration. are easier to predict. We observed

that a large fraction of degradations are concentrated

on blackout events, but nonetheless, these events are

relatively rare. Many of the addresses did not expe-

rience even one such significant blackout event in the

measurement week. We therefore expect that a subset

9HMM has a reasonably efficient implementation, and

VW-COVER requires the most resources as it uses a large

number of options at each step.
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of the addresses, that did experience longer blackouts,

would have high-precision predictions whereas other

addresses that experiences very few scattered degrada-

tions would have low-precision predictions. This expec-

tation is confirmed by a test which shows (figure omit-

ted) that only a small subset of IP addresses reach high

precision while the majority, 80% for level-6 degrada-

tions, and 75% for level 3 degradations, obtain precision

lower than 0.4.

A scatter plot (omitted for lack of space) shows that

there is some correlation (but not a strong one) between

the number of degradations of an IP address and the pre-

cision of predictions for that address. The plot for level-

6 degradations shows a bimodal pattern where some ad-

dresses have predictable degradations and some have

“unpredictable” degradations. Interestingly, these pat-

terns occur across degradation amounts. That is, ad-

dresses with a large number of degradations tend to

have either “random” unpredictable degradations or pre-

dictable degradations.

VIII. GATEWAY SELECTION

We evaluate the potential of gateway selection for by-

passing degradations using simultaneous measurements

from the 4 gateways. Table II shows the degradation-

rates from each gateway separately and for various se-

lection algorithms. The Best predictor shows the om-

nipotent selection of the minimum degradation-rate of

all 4 gateways; that is, selecting (for each measurement

time) the gateway with the best measurement. This se-

lection constitutes a lower bound on the performance of

gateway selection.

For the EXPDECAY
0:95

and VW-COVER predictors,

the Predicted Best column shows the degradation-rate

when selecting the gateway with the smallest risk-

factor for the current measurement time (and the re-

sulting breakdown of what fraction of time each gate-

way is used in the selection). The EXPDECAY
0:95

+

(and VW-COVER+) selections are based on the

EXPDECAY
0:95

(respectively, VW-COVER) risk-factors,

but in times where a subset of the gateways have very

low risk-factors, a gateway is selected uniformly at ran-

dom. This variant results in a more balanced usage of

gateways.

The table also shows the results of static gateway se-

lection where the same gateway is used throughout the

whole period for each IP-address. We evaluated 3 fla-

vors of static selection: The first, static, selects the gate-

way with minimum degradations over the whole dura-

tion. The second, Static 15% sample selects the gate-

way with minimum degradations in a sample of 15% of

the measurements (this is to gauge “gain” due to vari-

ance). The third, static 1st day, selects for each IP ad-

dress the gateway with minimum degradations in the

first day. The static selection gives a bound on the best

possible performance of fixed selection. The static 1st

Day shows the limitation of static selection for longer

durations (especially for level-6 degradations where per-

formance of selection based on measurements of the

1st day is considerably worse than measurements made

throughout.

The results shows that active gateway selection re-

sulted in 50% reduction in the degradation-rate with re-

spect to the best single gateway. Static gateway selec-

tion can avoid at most 25% of degradations. The re-

sults also show that it is possible to significantly reduce



degradation-rate while maintaining reasonable balance

of the load on the different gateways.

Table III lists the results of gateway selection when

it is applied to two gateways at a time. Interestingly,

when applied to the two worst-performing gateways,

CA-2 and NJ-2, the resulting degradation-rate with

gateway selection outperforms the best single gateway

(NJ-1). The best of these two gateways had level-6

degradation-rate of 2.07% and level-3 degradation-rate

of 4.90%. By using a predictor to choose a gateway

we got degradation-rates of 1.11% and 2.54%, respec-

tively, which are below the degradation-rates 1.15% and

3.45%, respectively, of the best gateway.

These results also shows the stronger correlation be-

tween gateways that are located on the same coast, even

though each such gateway used a different autonomous

system. Gateway selection on same-coast pair resulted

in only 10% reduction in degradations (over the best

gateway). This suggest that it is important to select suffi-

ciently “independent” gateways in order to obtain good

performance with gateway selection. The methodology

we developed can be applied to first select a base set

of “complementary” gateways, and then apply gateway

selection within the selected set. This behavior also sug-

gests that long hauls over Internet backbones are a pri-

mary culprit of path degradations.

Last, these correlations between pairs of gateways re-

inforce the fact that the improvement we see with selec-

tion is not simply an artifact of avoiding “gateway black-

outs.” First, we observed that long “gateway black-

outs” did not occur in our measurement period. Sec-

ond, gateway blackouts can be bypassed using any pair

of reasonably-reliable gateways which utilize different

ASes. The fact that only some pairs are effective suggest

that the bulk of degradations occur closer to the Internet

core.

An important factor in the practicality of gateway se-

lection is how sensitive it is to the recency of measure-

ments. The predictions we evaluated so far were per-

formed on measurements taken as recently as 1 minute

before the prediction. Figure 7 shows that performance

of gateway selection when the EXPDECAY
0:95

predictor

uses older measurements. The figure shows that perfor-

mance is not very sensitive to recency: even when the

most recent measurements used is 30 minutes before the

prediction is made, gateway selection is still able to sig-

nificantly outperform the best single gateway. Interest-

ingly, the performance gain with 30 minute old data is

close to that of static selection. These results quantify by

what amount availability of recent measurements boost

the effectiveness of selection. (We show only results for

level 3, results for all other levels are similar.)
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IX. CONTROLLING PREDICTION OVERHEAD

An important issue for intelligent routing products is

the overhead of measurements. Active-measurements

products initiate probes (SYN,ping,HTTP request) to

the destinations. Active measurements may suffer

from scalability issues, since they consume network re-

sources and can potentially annoy network operators of

the probed targets [15]. Passive measurements are col-

lected on regular traffic, and avoid overhead altogether;

they are more effective for popular and recently-used

destinations, and can be complemented with active mea-

surements.

We argue that the necessary measurement overhead

for good predictions can be balanced against per-

destination traffic: Our gateway selection evaluation

showed that a considerable part of the benefit can be

obtained using less-recent measurements, which can be

obtained via passive measurements alone. Since the dis-

tribution of requests per destination has large skew, with

most traffic being directed to a small set of destinations,

active probing of only the more popular destinations

would provide most of the benefits of gateway selec-

tion. This limited probing also ensures that the amount

of measurement probes each destination receives is a

fraction of the normal traffic sent to the destination.

Another approach to reduce the number of active

measurements while still benefiting from recent mea-

surements is to cluster destinations, so that measure-

ments of one destination can be used to predict another.



level NJ-1 NJ-2 CA-1 CA-2 Predictor Predicted Best (breakdown)

6 1.15% 3.29% 1.34% 2.07% Best 0.08%

6 EXPDECAY
0:95

0.52% (42%,2%,38%,18%)

6 EXPDECAY
0:95

+ 0.53% (37%, 2%, 38% ,23% )

6 VW-COVER 0.49% (61%, 1%, 28% ,10% )

6 VW-COVER+ 0.51% (39%, 1%, 39% ,21% )

6 Static 0.86% (54%, 0%, 35%, 11%)

6 Static 1stD 1.05% (63%, 0%, 29%, 8%)

6 Static 15% samp 0.88% (55%, 0%, 33%, 13%)

3 3.45% 5.77% 3.64% 4.90% Best 0.45%

3 EXPDECAY
0:95

1.56% (30%,5%, 45%, 20%)

3 VW-COVER 1.50 % (33%, 2%, 51% ,14% )

3 Static 2.41% (18%, 2%, 66%, 14%)

3 Static 1stD 2.84% (61%, 0%, 30%, 9%)

3 Static 15% samp 2.44% (26%, 3%, 58%, 13%)

TABLE II

DEGRADATION-RATES FROM EACH GATEWAY WITH OR WITHOUT SELECTION.

level Best BestGW PBest Best BestGW PBest Best BestGW PBest

NJ-1 , NJ-2 NJ-2 , CA-2 NJ-1 , CA-1

6 0.42% 1.15% 1.05% 0.21% 2.07% 1.11% 0.12% 1.1% 0.54%

3 1.7% 3.45% 3.05% 1.15% 4.90% 2.54% 0.90% 3.45% 1.78%

TABLE III

Degradation-rates when selecting between 2 gateways. The Best column shows rate when the gateway with best

measurement is selected; The P.Best column shows selection of the gateway with the best prediction (using EXPDECAY
0:95

).

In the full version we bound the potential benefit of this

approach (omitted from lack of space).

SUMMARY

The BGP4 protocol, which governs inter-AS routing,

remarkably manages to maintain connectivity between

large number of Internet hosts. The well-known defi-

ciencies of BGP4 are its suboptimal path selection and

inability to cope with temporary link congestion. We

show, however, that by and large, these deficiencies can

be compensated through local gateway diversity at the

source combined with intelligent gateway selection.

Specifically, we first learn that a large fraction of end-

to-end service degradations are path degradations which

can be bypassed if a request is routed through a differ-

ent AS; we then show that small (but carefully selected)

gateway diversity combined with simple prediction al-

gorithms can reduce the degradation-rate to half of that

of the best single gateway.

Gateway selection represents an important direction

of emerging applications that allow multi-peered ASes

and LANs with multiple connections to better choose

and utilize expensive link diversity to increase QoS. We

find gateway selection to be a viable approach for in-

creasing QoS and develop and evaluate different algo-

rithms. Our methodology is generally applicable for

comparing performance of different gateway selection

products, and for selecting a combination of gateways

that would best balance resilience and cost.
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