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Browser Based Attacks




Intro to Browser Based Attacks



URL’s Origin
Origin is defined by the_ _ and-of the URL. e.g.,:

The inner frame http: @/appl /index.html
issuing the request —> http://example.com: 4321

Each HTM' :
3 Ldestination origin

2. either a Same Origin Request or a Cross Origin Request.

The origin that
provides information
(answers the requst)

1. sentfrom o)
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Cross Origin Request Example 2[ Theinner frame

iIssuing the request

el
. evil origin

evil.com

We want to enable cross origin requests as seen, but...

Attackers could request another origins and read the response:

The origin that
provides information
answers the requst

bank website

Welcome Dor!
Your password is: GRESNBZ
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http://evil.com/
http://bank.com/info

Same Origin Policy (SOP)

F evil origin 000

Stop above attack: \

e Browser based mitigation @ bversic
o Allow same/cross origin requests Ptpss/bariccom
e Deny reading responses from different
origins
o The example will be blocked Welcome Dor!
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Cross Origin Resource Sharing (CORS)

o Want to allow a different origin to read the response?
o For example: public API for Bitcoin Data

e CORS allows destination to relax SOP by a

Preflight request and response

o Browser: “Origin X wants to apply Y”
o Destination: “Allow X to request me but only for Z”

e Defines two request types:

o “Simple”, form requests

o ”ComEIex”, otherwise
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CORS: Preflight Example
G & ]

https://google.com Browser https://animals.com
— I | | —

| | |

DELETE /cat jpg |

Origin: https://google.com :

|

|

|

| Preflight request
L P

OPTIONS /cat.jpg
Origin: https://google.com
Access-Control-Request-Method: DELETE

|

|

|

|

|

|

|

|

|

| | |
: I Preflight response I
|

|

|

|

|

|

|

|

| !

Access-Control-Allow-Origin: https://google.com
Access-Control-Allow-Method: GET

I
I
|
I
|
I
I
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Private Network Access

Q Origin: Evil.com asks repeatedly (same)Origin:Evil.com/set-router-permission

O Permission allowed (same origin !!)

O DNS Rebinding Evil.com to 10.0.0.135 (after TTL)

U Opened a specific port on the router !!

SOP works on domains NOT on IP addresses !l
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Internal Network Policy (INP)
[ABremler-BarrNoy-20,West]

- Analyze IP address NOT domains

- Preflight request for S

Private IP addresses 10.9.0.135

- Default Deny

- ——————00v——————n——nnnn0n00v00v00vv—————n0n0n0v0vv————n0n0n0n0v0v0vv;v———no0n0vvv;————n0n00v.;;—————n0n0n0n000v.;————n0n0n000vv;;———no0n0n0n0—0—0—0u0———n—nmn0nnn—nn000_____________000
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Private Network Access (PNA) 2020
[future Chromium by West & Titouan]

Trust hierarchy:

1. Public origins <

Evil.com

2. Private origins <

3. Local machine origins

Destination

Initiator @ Local @ Private © Public based attack

(D Local d

(2) Private HTTPS + Preflight Local 127.0.0.0
(3) Public HTTPS + Preflight | HI'TPS + Preflight
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PNA Preflight: Denied example

# =
v; —=
Browser https://evil.com public server
|

1) user is tricked to visit https://evil.com

|
|
2) evil's response: <iframe href="http://iot.local/explode"> }

3) browser initiates a preflight to approve allowed.com to request iot.local ll

e EE e T P

http://iot.local local server

HTTP Headers:
Access-Control-Request-Private-Network: true
Qrigin: https://evil.com

4) iot.local denies the preflight request of evil.com :

e

©
=
b




Localhost Web Servers are special

Localhost:= local machine loopback IP address (reachable by 127.0.0.0/8, localhost, ::1)

Some programs install web servers that listen on localhost ports:

1. Toimplement some network-server functionality

2. To bypass limited privileges given by browsers (no sockets, no CMD execution, etc)
We should treat local services differently than loT devices, because local servers are usually:
1. Runina more privileged device
2. Requested by public websites for some control or data transfer
3.  Unknown to the user
4

Accessible through known static IP and ports (127.0.0.1:#)

-0
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Localhost as a Gateway to the Network

1. Local web servers are accessible and prone to vulnerabilities

2.  With PNA enabled, local servers would approve their appropriate public websites’ origins

o Steam.exe local web server will approve preflight requests initiated from https://steam.com
3. Local web servers can request local or private resources without a PNA CORS preflight

4. Local servers can be exploited to serve as a stepping stone into the private network

Enables a new attack circumventing previous mitigations including PNA
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Localhost Detour Attack

1. Origin:dropbox.com asks Origin:local:127.0.0.0:dropboxport

2. Permission allowed by Preflight by Local-dropbox
dropbox.com

3. XSS vulnerability on Local-dropbox server to 10.0,0.135

4. Opened a specific port on the router
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Localhost Detour Attack (2)

Assuming: m—— ( £ . :
s public evil 000 G private iot OO0
e Victim has some local web server
e Corresponding allowed public website evil.com etiocal

request + preflight i\
request
Attack Flow: q A ERA [T

Trick victim to visit malicious site evil.com ST — OO0 c.- OO0

localhost
2. evil.com will embed the allowed public site

v

allowed.com locdlhost:1234

Abuse the public-local pair to reach localhost

a. Does not necessarily requires a vulnerability r.equeSt * .pr?ﬂ'ght ¢ request

4. Exploit a vulnerability in the local web server

Abuse localhost to attack vulnerable LAN devices

Localhost Detour Attack >> Attack Flow




Localhost Detour Attack (3)

& =

Browser https://evil.com public server

1) user is tricked to visit https://evil.com

2) evil's response: <iframe href="https://allowed.com/vuln_page1">




Product Name and oublic website () CVEs
Dropbox [34] 71
https://client.foldingathome.org/ 319

Steam Client [36)] 43,

local iframe 000 19 -
Jetbrains InetlliJ [37] )37
http://localhost:7396/ 38

Folding@Home [38]

Folding(Chome 0

WEB CONTROL share: @ B O Learn News Help 71
" " I'm folding as: | suppon research fighting Puoints eamed
Anonymous - - (See stats) " O
Logitech Media Server ot comn - ) R
Change igentn: 0 go to Team EXAMPLE's total of 1234.
'I
O - &7
CPU:3 GPU:1:0 GP107TM [GEFORCE GT) GPU:0:2 KBL GT2 [HD GRAPHIC
O .
Kubernetes CTL [35] 12100
Ready - 0(0,0,0) 0.00 secs
Ready Points per day Work Unit (PRCG) Work Unit (ETA) Estimated Points
Swagger [41] My computer has unknown time to compléte this werk unit ;2

Power When

Arduino Create Agent === 9w~
Jupyter Notebook [43]

Stop Foldi ;8
op Folding
)8

Quitting the browser will not stop folding. Folding happens in a ]
ibackground process on your computer through the program

He dge DOC [ 4 4] FAHCIient even when Web Control is closed. ! 59

MinIO [45) )12




Localhost Detour Attack (POC F@H)

Assuming victim uses F@H and attacker knows victim’s team’s password
Attack flows:

1. Attacker changes victim’s team’s URL to execute malicious javascript cod?\d “\)(e
2. Victim visits public dashboard website a

3. The public website will automatically embed th I@XE\QSard inan iframe
a. PNA approved! Xd\“@
Iity&ig

4. The local dashboard v, Ine&(? exploited
5. [ (Sde IIl be executed and attack vulnerable private loT device

DisC0%®

PNA circumvented by exploiting the F@H vulnerability!
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Mitigation - New Policy

Evil.com

Initintor Destination (D Local (2) Private

(1) Local

() Private HTTPS + Preflight

(3) Public HTTPS + Preflight | HTTPS + Preflight
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Proposed Mitigatio

e

public evil private iot

evil.com jot.local

H \
request request + preflight j
@ .—[‘-‘pNA (1}
P

TN N

000 Q

public|allowed localhost

allowed.com locglhost: 1234

t + preflight
Leques e ¢ request



Conclusions

1. Browser Based Attacks are a serious threat to PCs and private networks

2. Private Network Access PNA significantly raises the bar against such attacks
3. Localhost Detour Attack is real

4. Mitigations achilles heels are their assumptions and “out-of-scope”s

a. No trust hierarchy (local origins are dangerous and affect private origins)

b. Cannot look out only for user agent (public website, devices, etc)
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