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Abstract 
 

In this work, we argue of an urgent need to secure network infrastructure. Many 

organizations suffer from low security of their network elements, placing them at elevated 

risk from availability or information leakage cyber-attacks. While the IT infrastructure has 

many cybersecurity defenses, network infrastructure protection is neglected for several 

reasons: Most security planning and operation rely on the information assurance 

methodology: prioritize protection according to the network's information's sensitivity. 

Network elements are not a regular endpoint; they serve as a critical part of the backbone 

and have dedicated operational and security needs. This unique ecosystem makes the 

security lifecycle (manage and update) a significant challenge. Consequently, even simple 

vulnerabilities expose this critical infrastructure to harmful malware and attacks, although 

they are (mistakenly) thought to be hard to reach. 

In corollary with the described above, we observed those elements being targeted by 

advanced cyber-attack groups like "SHADOW BROKER"  [1] [2] [3]. Analysis of those 

publications shown dedicated tools exploiting the weaknesses described for various 

attacks. 

This work will introduce our approach to reducing the threat described by improving the 

network element’s management security. We suggest a centralized approach in which all 

the management traffic will pass through a dedicated IDS-like mechanism that will detect 

or prevent attacks on the critical infrastructure. 
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Chapter 1: Introduction 
In this chapter, we describe why the Network Infrastructure Management And Control, 

denote as NIMAC, a crucial part of an enterprise data center, is under-protected, enabling 

advanced cyber attacks, following the vicious cycle of infrastructure security (see Figure 

1). In section A, we describe the roots of the security flaws in the ecosystem of The 

NIMAC. In Section B, we explain why many organizations overlook those flaws and 

underprioritize the NIMAC as a security objective. In section C, we present the current 

security measures and their gaps. In section D, we show that not only the ecosystem is 

flawed and neglected, but the elements themselves hold many vulnerabilities that are being 

exploited by powerful attack groups.  

 

 

 
 

 

 

 

 

 

 

 

 

                              Figure 1 The vicious cycle of infrastructure security 

Section A: The roots of infrastructure vulnerability 
Network infrastructure is the hardware (routers, switches) and software (management and 

operation) resources that enable network connectivity of an enterprise network [4]. Those 

components connect the IT equipment. Each network element has three functional planes: 

[5] Data: Responsible for moving data from source to destination. Control: The protocols 

and processes that communicate between network devices to enable the Data plane/The 

NetFlow (OSPF, BGP, and more). Management: Used for access, configure, manage, and 
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control of the network element. Standard protocols used by the management plane are 

SNMP, Telnet, SSH, TFTP. Large organizations manage the network elements by a 

separate and dedicated network. In this paper, we will use the common topology known as 

Cisco 3-tier  [6]. In this topology, each layer has its own abstraction and network 

functionality (See figure 2). We note that we are in an evolution of the data-center [6] 

moving to a flatter topology and slowly underlying the SDN future influences. However, 

we decided to focus the paper on the most common network architecture today. 

  Figure 2 Common 3 TIER topology with OOB management 

The network infrastructure is a network of its own; its unique context and properties form 

a unique ecosystem as follow: 

• Centralized management: The primary purpose of the NIMAC is the 

administration and operation of the network elements. The network administrators 

are doing the management of each of the network elements. From a security 

perspective, a meaningful attack can be performed from a single point in the 

network.  

 

 

 



 

 

• Topology and connection use case: The NIMAC has three typical topology 

flavors (by order of security) 

o Out Of Band: [7] In this case, a dedicated network is separated from other 

networks (preferably, from the internet) connecting all the network 

elements to the management interface. This configuration is considered the 

most secure. In this case, the administrators have a dedicated workstation 

for accessing the elements in the NIMAC.   

o Pseudo Out Of Band:  Many organizations do not have the resources for a 

dedicated OOB network. They are connecting the management ports "In-

Band," making them a "regular" IP address in the network accessible to 

other (preferably allowed) endpoints in the network; this is a dangerous 

practice since it is exposing powerful management links to the "general" 

network.  

o In-band: Some organizations do not use high-end network elements (not 

equipped with management interfaces) or have even fewer resources for 

connecting the management interfaces; in that case, the connection is to 

each element directly, addressing the element management IP address in 

the network. (also referred to as a shared management interface).  

• Network elements as an unsecured appliance: The network elements, e.g., 

switches, routers, are usually proprietary appliance of selected vendors. They are 

running non-PC OS (Cisco's IOS flavors and Juniper's Junos). These appliances 

suffer security problems such as the lack of proper authentication or general 

hardening for reasons we describe in this paper.  

• "Critical therefore unpatched" or Time To Exploit Vs. Time To Patch: Network 

elements are a crucial part of the network backbone. Deployments of significant 

elements like core switches, routers, wide bandwidth firewalls take months to 

stabilize. Most organizations refrain from proper maintenance of the elements. 

Operations such as changing firmware for updates (general ones and especially 

security updates) are risky and rare in practice. Most tend to prolong each element 

(to avoid the installation stability period) even if it is declared end of life or end of 

support.  Cisco survey [8] found 92% of the organizations running an average of 

26 known vulnerabilities, 31% of the devices were at the end of service. An 



 

 

extensive recent study [9] further finds that Nginx and openSSH took more than 

300 days to patch in an enterprise. The gap mentioned above deepens as powerful 

attackers are exploiting 1-Day vulnerabilities faster than ever; we can see "Time 

To Exploit" going down to a few weeks since the CVE disclosure; as in [10] [11] 

A FireEye report about the exploitation of  CVE-2019-11510 regarding pulseVpn 

in a very rapid way.  

• Administrators as a targeted group: administrators or privileged accounts are 

holding the keys to the organization's digital doors, and in the context of NIMAC, 

they are the operators of that ecosystem. For that reason, advanced cyber-attacks 

are targeting [12] [13] [14] those accounts to get a faster and safer way to the core 

of the victim network.  

• Small dedicated networks have no essential IT operation or security tools: The 

NIMAC is relatively small in the number of elements than regular enterprise 

networks (servers and desktops). The network is built for operation or management 

purposes. It has low traffic and low volume. Usually, they are not considered a 

significant network of the organization, hence not receiving necessary monitoring 

or other regular IT and security infrastructure tools with high costs (license or 

hardware  ) it not unusual that NIMAC does not even have antivirus software 

installed.  

• Dedicated software: The narrow span of large vendors causing a small amount of 

software ecosystem surrounding the elements and the network. Usually, the 

enterprise is obliged to use only the vendor's software, allowing attackers a reliable 

source for exploitation. 

 

 

 

 

 

 

 



 

 

Section B: Data network security VS infrastructure network security: 
This section explains why organizations invest a large amount of resources in protecting 

their sensitive data but do not invest in protecting the  NIMAC.  

• Data leakage recovery is expensive: Date leakage breaches are publicly known as 

painful for high costs and negative reputation. Attacked companies need to restore 

their reputation and upgrade their security if sensitive information is leaked or 

stolen. In recent years companies paid millions for the recovery of cyber-attacks 

that leaked sensitive information   [15] [16] [17].  

• The unclassified nature of the NIMAC: There is no sensitive information of the 

organization (private data of employees, sensitive IP information) in the NIMAC. 

The NIMAC is a "some administrators" network containing technical data. No 

critical data to protect against theft or leakage, and therefore, most NIMAC is not 

treated as priority networks to protect.  

• Information assurance induced security: Priority is one of the main challenges 

in cybersecurity. According to the conventional definition of information security, 

organizations are required to defend the CIA triad: confidentiality, integrity, 

availability  [18]. Observing this definition, we can deduct some of the conceptual 

gaps:  Information security protects the information  itself, and even availability 

attacks are considered attacks on layers 4-7 in the OSI paradigm. Most definitions 

do not consider the network infrastructure (layers 1-3) and its network as a 

defensive asset.  

 

Section C: Current measures for securing NIMAC 
In previous sections, we showed the gaps in understanding the importance of securing the 

NIMAC environment. Our research has not found the equivalent proper holistic solution 

for NIMAC security, as found for sensitive data on servers and endpoints. In this section, 

we present the current measures available for the security of parts of the NIMAC 

environment. An overview of the current measures includes several elements: 

• Isolation, best practice architecture design to reduce exposure to management 

interfaces. 



 

 

• Vendor-specific hardening specification or features per appliance like CISCO MPP  

[19].  

• Authentication and authorization: standards and products enabling proper 

authentication, authorization of network resources, like the AAA framework best 

known for Kerberos [20], TACTACS+ [21], and RADIUS [22].  

• Protocol security applying best practice hardening on the underlying protocols of 

the NIMAC like SNMP or Telnet. The current approach suffers from many of the 

aspects we covered in the section above. 

The security building blocks for protecting NIMAC are fragmented with a low number of 

possibilities for a holistic approach leaving the architecture for the vendors and the 

organization to solve. The presented measures are mainly in hardening and static 

prevention of a specific element, with almost no outlook for detection or dynamic 

prevention. There are not enough protection levels, and in particular, there almost no 

solution against infiltrating through legitimate traffic coming from an administrator 

endpoint, as we will demonstrate in the coming chapters. 

Section D: The evolution of dedicated attacks on the network elements 

and NIMAC  
This section shows that the network elements themselves have published vulnerabilities 

(Common Vulnerabilities and Exposures) [23], and they are exploited widely enough 

commercially, as tools for security.  For similar reasons detailed in the previous sections, 

there is not enough research to expose new CVE, enabling powerful attack groups to find 

undisclosed vulnerabilities (aka zero-day vulnerability) and exploit them. 

Networks elements CVE:  

Network elements have their own (vendors based) proprietary operation system on a 

dedicated hardware platform. Vulnerabilities found (by security researchers or by the 

vendor) end up as published CVE (documented vulnerability). Comparing  CVE on cisco 

network elements [24] to CVE  for windows 7 [25] (as a reference for a popular OS), we 

can easily observe the increasing amount of published CVE for Cisco (about 40 CVE 

published per year from 2015-2017). However, we can also observe that more popular 

products like windows OS have far more CVE published (150 CVE in 2015,2016 250 in 

2017). We can assume that the actual number of CVE’s for network elements is worst; 



 

 

network elements research for vulnerabilities suffer the same priority issues described in 

section A and B, meaning there are much more to be found by security researchers or by 

potential attackers. 

Growing risk:  

In further analysis of the CVE data, we can see that DDOS, as a well-known threat, has a 

large amount of CVE published. However, what we should observe is that in recent years 

there are more "code exec" and "overflow "vulnerabilities (especially in 2017). Those CVE 

are far more concerning due to their vast potential of damage to the system. 

Penetration test (PT) software modules:  

Another stage in the evolution of dedicated attacks is the presence of PT modules, a 

"consumer" product for attacking network elements. PT software like Metasploit [26] 

enables security personal to test their systems. We can see that Cisco OS has only 6 PT 

[27] modules, and as for Windows 7, we have 44 modules [28]. As numbers show, this 

aspect suffers from the same low priority, but it is safe to establish that network element's 

vulnerabilities are starting to be exploited widely. 

Emerging attacks:  

Powerful attack groups carefully observed and detected NIMAC as a useful and stealth 

attack surface, utilizing almost every aspect described above. "The Shadow Brokers" [1] 

publication is a prominent example of such an attack. This publication described 

information on an attack group known as Equation Group (allegedly US NSA)  that used 

tools such as firewall implants and exploitation scripts targeting vendors such as Cisco, 

Juniper. (In chapter two, we describe a detailed example of tools and methods used in the 

attacks). This attack flow utilizes the properties of the unique ecosystem of the NIMAC: 

accessibility to network elements from admin endpoint, no security measures on the 

management connection, challenging to patch CVE on SMTP protocol, network elements 

with no detection agents allowing code execution with no alarming event, and even an 

undiscovered C&C connection out of the enterprise network. Even after the exploit was 

published, large numbers of appliances spread across large enterprises remain vulnerable 

[29]. 

Introduction Summary:  
We explained why, now more than before, there is an urgent need for a solution to reduce 

the threat risk of attacking the NIMAC environment. In section A, we have described the 



 

 

roots of the security flaws in the ecosystem of The NIMAC. In section B, we explained 

why many organizations overlook those flaws and underprioritize the NIMAC domain. In 

Section C, we have presented the security measures currently available that, in our opinion, 

do not meet the needed protection. In section D, we showed that not only the ecosystem is 

flawed and neglected, but the elements themselves hold many vulnerabilities that being 

exploited by powerful attack groups.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Chapter 2 – The KillChain framework and Attack 

example  
In this chapter, we demonstrate a possible attack on NIMAC. We will use the LM cyber 

KillChain framework [30]  [31] to analyze and present the stages of an attack. (See Figure 

3) This framework will assist us later in explaining/proof risk reduction of an attack vector. 

 

Figure 3 LM Cyber kill chain [20] 

Attack Description: (based on the analysis of IXIA) [32]: "SHADOW 

BROKER/EPIC BANANA & EXTRA BACON." 

This kind of attack is referenced as an APT [33] COA (course of action): An APT 

(advanced persistent threat) is an attack campaign in which the attacker establishes a long-

term presence on a network to accomplish its attack goal. This COA is not a regular WEB 



 

 

or DDoS attack. An APT requires a long period to plan, prepare, and execute; every step 

described below can take months to perform. We should stress that this analysis is not of 

an actual attack; it is an analysis of the tool's potential and the step needed in order for the 

attack to succeed. 

 
Figure 4 Management connection attack vector [34] 

STEP 1 – Recon: Target the organization in reference, find out which prime vendor holds 

its infrastructure. Detect the network administrator's identity. STEP 2 – Weaponization: 

This stage is one of the more complex ones and can take years of human resources to 

develop; it can involve zero-day vulnerability research and tools for exploiting it. In 

simpler attacks, we can see the use of 1-day vulnerabilities or even open-source exploits. 

In the "shadow broker" leakage, we can observe the novelty of zero-day tools developed 

for the attack. [35] [36] [34]. STEP 3 - Delivery: As simple as it sounds, most APT start 

with a dedicated phishing attack. In our case, a phishing e-mail to a network administrator, 

the purpose of this attack is to gain control of its endpoint, which we assume has 

connectivity to network elements. (see Figure 4). STEP 4a-Exploitation, using the 

EXTRABACON exploit: EXTRABACON (CVE-2016-6366), leverages an overflow in 

the SNMP daemon on the Cisco ASA and PIX firewalls. The exploit enables and disables 

the password-checking functions of the firewall. By removing the password, access can 

now be granted to the firewall to any remote user. STEP 4b- Exploitation, using the 

EPICBANANA exploit: Once the password is set to nothing, EPICBANANA (CVE-2016-



 

 

6367) exploits a local command line buffer overflow and then plants command and control 

shellcode into the PIX/ASA firewall. STEP 5a- Payload installation: After sending the 

EPICBANANA to exploit, it will allow loading BANAGLEE implant code. It will build a 

device-specific binary implant to provide command and control capabilities. STEP 5b- 

Payload installation: To make the implant permanent (persistent), the attacker installs 

JETPLOW or SCREAMPLOW code. STEP 6+7 – C&C and action on objects: After 

installing the BANAGLEE implant, the attacker can execute those modules remotely: Read 

and write to the FW BIOS, start a management session, read and write to flash memory, 

control FW table rules, Packet capture.  

Summary:  

This chapter presented two essential elements for this paper: The first is an actual attack 

example exploiting NIMAC flaws, as presented in previous chapters. Second, we used the 

KillChain framework as a common language for describing the stages needed for an attack 

to succeed. We will use this framework later to describe attack vectors and analyze the 

performance of our solution for reducing the possibility of an attack. 

Chapter 3 – The securedProxy 
Section A: Concept and main features:  
In this section, we suggest the securedProxy. A security appliance dedicated to reducing 

threat risk for the unique environment of NIMAC and securing the management plane of 

the network elements. Following the background chapter, we assume that attending each 

element is not practical. Therefore, we choose a central approach. The securedProxy will 

be configured to process and monitor all the management traffic between the administrator 

and the network elements. (see figure 5). Our primary intent is to detect or prevent attacks 

trying to exploit vulnerabilities in the NIMAC environment. Like in other security aspects, 

there is no "Silver Bullet" for protecting a vast ecosystem like the NIMAC. Therefore, we 

propose an efficient multilayer approach for handling the main weaknesses of the NIMAC 

environment. A proper multilayer solution will engage the stages of the KillChain, as 

described in chapter 2. 



 

 

 

        Figure 5 The securedProxy in a typical topology 

Section B: Prevention features 
We use architecture and modes of operation that delay or prevent the attacker from 

exploiting the NIMAC environment. We design our basic building blocks for prevention 

similar to presented in chapter 1, section C. Our design is a part of a holistic approach that 

is simple to implement: 

• Internal Security: The securedProxy itself will hold the best practice hardening of 

hardware, OS, application infrastructure, and interfaces.  

• Isolation: The securedProxy will be accessed only from authorized endpoints. The 

administrators will perform management operations from within the secureProxy 

positioned in the NIMAC and secured by a firewall. 

• The securedProxy will be proxying all traffic from administrators to the network 

elements [37].  

• The securedProxy will be able to perform the best possible authentication to the 

network elements. The securedProxy will enforce the best possible security feature 

on every administrator session connection to the elements (such as SSH before 

telnet) 



 

 

Section C: Detection features 
Detection is a critical layer of security. The detection layer's objective is enabling the 

defense force (usually Security Operation Center) to be aware of an attack taking place or 

evolving. The detection layer has three major functions (and challenges): Empower the 

prevention layer. It is more efficient to observe the "walls of your castle" than just waiting 

for them to fall, for example: Analyze the "drops" of the firewall in order to understand the 

types of attacks currently aiming at your organization. Supplement the prevention layer and 

detect known attacks as we assume that it is difficult to implement prevention measures to 

every part of the network. Detect unknown attacks, which is the most challenging role of 

detection. At large , we can divide [38] the detection realm to Host-based IDS (HIDS) in 

which the detection is done at the endpoint, and Network-based IDS (NIDS) in which the 

detection is done centralized on the traffic to the endpoints. To our context, we will use the 

NIDS concept. There is a large amount of research done in the field of IDS. We can divide 

them to 5 main groups: [38] [39] [40] [41]: 

• Signature-based: Signature detection (or misuse detection) tries to detect known 

attacks. It uses predefined attack signatures and compares current events against 

these signatures. The IDS is updated accordingly to detect the new attack pattern 

and response to it. This method is very effective in detecting known attacks and 

produces a small number of false positives. However, if the attack pattern is slightly 

altered, this method will not identify the changed versions of the attack. 

• Anomaly detection: Following the base weakness of signature detection to only 

handle known attacks, the anomaly-based detection builds models of standard data 

(or network traffic) and can detect deviation from it on the observed data. Most of 

anomaly detection schemes consider only the packet header fields such as flags, 

port numbers, and IP addresses; therefore, they work well if an attack involves only 

the related fields at the network layer. Unfortunately, they have no way to detect 

attacks in the application layer (involving the payload). The two significant 

challenges of anomaly-based detection are deducing the baseline and configuring a 

proper threshold to flag anomaly with minimal false positive. 

 

 

 



 

 

• Specification-based [39] [42] [43] : 

Techniques have been proposed as a promising alternative that combines the 

strengths of Signature and anomaly detection. In this approach, manually developed 

specifications are used to characterize legitimate program behaviors. This method 

is based on legitimate behaviors; it does not generate false alarms when unusual 

(but legitimate) program behaviors are encountered. 

• Behavior-based (payload oblivious) [44] [45]: 

In this approach, we also monitor network traffic, but we examine the behavior of 

traffic from end hosts rather than the contents of their packets. We can detect attacks 

regardless of the scanning mechanism or propagation type. For example, an attack 

that causes a very high rate of connection to new destinations. 

• Emulation based (aka dynamic analysts/sandboxes)  [46] [47]: 

It is aimed at unknown attacks or altered malware code such as polymorphism (for 

example: creating different forms of the same code by encrypting with a different 

random key). The emulation approach uses an isolated CPU emulator that executes 

every instruction trying to detect malicious behavior.  

As detailed above, NIDS is a well-based approach in research as well as in commercial 

tools vastly deployed. Nevertheless, many challenges remain to NIDS, mainly for 

addressing the "BIG DATA" properties of today's network traffic: [48] A high volume of 

incoming traffic, High variety (protocols, applications like audio, video), High velocity due 

to the real-time nature of traffic. The "Big Data" challenges demand NIDS to take 

innovative measures such as stochastic approaches, random forest, and others to engage 

the bandwidth or the throughput. These measures result in a low level of security, as an 

inherent performance problem or as a derived operational problem (false positive)  [38] 

[49] [50] [39] [51]. In our work, we discovered that the traffic of the NIMAC has unique 

properties in correlation to the primary purpose: management plane related traffic. 

Section D: The NIMAC "Small Data" properties 
In this section, we present essential features of the NIMAC ecosystem that can be 

considered as opportunities for better security: Management-related traffic is "small data" 

compared to regular traffic data, even in large organizations (see figure 6). The 

management traffic is low in volume velocity and variety (instruction set, main vendors 

number) and, therefore, a smaller number of vulnerabilities. We will use this unique 



 

 

property to introduce a detection framework that will effectively detect attacks in the 

NIMAC environment. The securedProxy will be able to process each data packet and each 

command with no latency restrictions. Moreover, we intend to use all the detection 

concepts detailed in section C simultaneously. Network knowledge database: The 

securedProxy will scan to hold an updated map of all network elements. The securedProxy 

will import and hold vendor specifications of every element  [52]. The securedProxy will 

hold all known CVE on found elements and their corresponding detection rules [53] 

 
Properties Sub property Data plane Management plane Remarks 

Volume Actual Bandwidth  Telco/Enterprise –10XTb   10XMb Per trunk  

File sizes 10XGb 10XMb  

Users 106X 10X  

Velocity  Throughput 100XGbps Per trunk 10X Kbps Per command  

Time sensitivity Real-time Manual command interpreter  

Continuity    Online Sparse   

Variety   Applications 10000X 2-3   

Protocols 100X 3-7 (FTP, SNMP, SSH, Telnet)  

Operation systems/Platforms  1000X 5 major vendors * 5 average OS per vendor   

Commands set/instructions Endless binary files 100X command  

Strings per OS 

 

Attack 

surface 

Known Vulnerabilities  Endless=1000X per platform X 

per Vendor 

1000X per vendor  

 

              Figure 6 Data plane vs. Management plane properties 

Section E: The secureProxy design and data flow  
In this section, we present the design and the core mission of the secureProxy. As described 

in former sections, we use the "small data" properties to analyze each command and every 

file on the administrator's connection to the specific network appliance in the data center 

(see figure 7).  

Topology Highlights: 

The securedProxy will be installed inside the NIMAC after firewall, allowing isolation 

from the general user network. Administrators(a) will connect to the securedProxy for any 

management connection for the NIMAC. The securedProxy, in his turn, will be able to 

connect securely to every element in the NIMAC.  



 

 

 

Main Components: 

The Connection server (b), the connection server, will be functioning as a "jump server" 

[37], enabling the administrator operations done as on his endpoint. Detection Engines (c), 

(d), (e), (f): the secured proxy can contain several detection engines with different 

properties and features. The Discovery Server (g) will be responsible for scanning the 

NIMAC, discovering all elements installed. Moreover, import and maintain the 

specification, CVE, and detection rules for each element and deliver it to the detection 

engines. The securedProxy service Bus: all components, engines, and servers of the 

securedProxy will be joined under standard service bus. The orchestrator engine(h) will be 

responsible for receiving and processing any alert coming from the detection engines, 

reflecting that to the SOC operator and in the other direction, allow the SOC operator to 

analyze and operate the dataflow of the secureProxy 

Figure 7 securedProxy High-Level Design 

DataFlow: 

The administrator (a) connects to the connection server in the securedProxy via remote 

protocol only, over secured TCP only through the firewall, allowing sound isolation. The 

administrator establishes a secured connection From the connection server to a NIMAC 

element. Every data packet and every command are analyzed with the various detection 



 

 

engine simultaneously. An alert is sent to the SOC operator in any detection event, enabling 

him to decide on further steps. The SOC operator can calibrate detection engines sensitivity 

and decide which event will be prevented (prevent the packets from arriving at the 

NIMAC) and which alert will only raise a flag and allow the administrator operation. 

The secureProxy chapter summary: 

We designed a dedicated appliance that can centrally engage the challenges of the NIMAC 

environment as detailed in previous chapters. The securedProxy implements prevention 

best practices and introduces a novel detection concept. 

Chapter 4: Results and conclusions  
Section A: Simulation methodology  
Here we show that an attack aiming at the NIMAC elements would be detected or 

prevented by the architecture and properties of the securedProxy. To demonstrate the 

abilities of the secureProxy, we will show the results of the detection engines and consider 

the proposed architecture in regrading to the prevention features it offers.  

The absence of simulation Datasets for NIMAC: 

As a follow up on the chapters above, the NIMAC environment lacks the attention of a 

proper dataset for IDS verification. In [54],  we can see a plethora of datasets dedicated to 

the testing and verification of IDS in various technics. None of the datasets have good 

coverage of the NIMAC environment's behavior as we described and defined it. The 

absence of such datasets and the management plane's ad-hoc nature demanded a different 

approach, detailed below. 

NIMAC dedicated KillChain: 

Reinforcing the demonstrated attack flow, we showed in chapter 2; In [55], the authors 

analyzed tens of APT attacks asserting the conclusion that for an attack to be successful, it 

must be executed by following the stages of the KillChain. From analyzing the case of the 

unique NIMAC environment properties, we found that the final attack surface is relatively 

narrow: specific packets in the traffic of the management plane that aim to exploit 

vulnerabilities in the NIMAC elements or the underlying protocols. Engaging the absence 

of simulation data, we performed a partial simulated attack on NIMAC elements: We assert 

that if the detection engine can alert on a network flow aiming at known vulnerabilities, it 

will alert the entire attack altogether. 



 

 

Cisco CVE database: 

For the simulation attack on known vulnerabilities, we have selected the Cisco CVE 

database reference. We analyzed the entire published database of Cisco CVE [24]; the 

analysis results will illuminate what CVE should be selected for the attack lab's actual 

simulation. 

Section B: Attack lab (PoC) architecture and building blocks: 
We designed a Lab to demonstrate how the secureProxy detect or prevent attacks on 

NIMAC elements 

Figure 8 Attack Lab 

 

PoC configuration: (see figure 8, all elements in green were fully demonstrated): 

• Attack computer  OS & application used: We used the Kali-Linux [56] OS ,and 

various apps for recon and exploitation: Armitage [57] Sparta [58] , MetaSploit 

[59]. 

• NIMAC environment simulated: as a worst-case scenario, we assumed that the use 

case topology is pseudo-OOB or In-band (as described in chapter 1 section A). This 

use-case enables connectivity from the NIMAC to the internet. 

• Attacker foothold: we assume that the attacker has successfully achieved 

persistence on an administrator endpoint (c) and owns privileges accounts.  



 

 

Connection server simulation (b): To enable an attack on the connection server, the 

server was simulated by the vulnerable Linux VM  Metaspoliable 2nd version [60]. 

• securedProxy simulation: in our research, we found the open-source SecurityOnion 

[61] to be a proper simulation environment for our securedProxy basic architecture. 

SecurityOnion includes many security tools and enables adding detection servers 

as DOCKERS, making it similar to the orchestration engine and the security bus 

concept. "The HiveProject" [62] is another good opensource orchestrator relevant 

to that mission. In the simulation, we used 2 IDS engines: Squirt&Sguil [63] and 

Zeek [64], with the last updated Snort V3.0 ruleset. 

PoC Data Flow: 

• Legitimate data flow: The administrator (a) uses a remote connection to control the 

connection server (b) for all data-center communications.  

• Malware data flow: (As detailed in this chapter, section A). The attacker (c) 

succeeded in getting a foothold on the admin endpoint (a), enabling him to establish 

a connection with NIMAC elements in the data-center. 

• securedProxy simulation: All communication from the administrator to the 

connection server is going through the securedProxy orchestrator, simulated by SO 

(d). The detection engines (e)+(f) listens to the traffic on the service bus. The 

orchestrator collects alerts gains from the detection engines and makes them 

available to the SOC operator (g). 

Technical specification:  

Thanks to the "small data" and ad-hoc nature of the NIMAC, we encountered no need for 

powerful computing. All the above configurations were running as VM or DOCKER on a 

Quad-Core i7 16GB of RAM.  

 

 

 

 

 

 

 

 



 

 

Section C: Results 
 

 

 

 

 

 

 

 
      Figure 9 The CVE funnel 

 

Cisco CVE database analysis: 

To use the proper CVE for attack and detection simulation, we analyzed the entire 

published database of Cisco CVE [24]. We used a funnel method for narrowing  down the 

number of the relevant vulnerabilities (see figure 9): 

• Cisco OS: In the domain of data-center networking, Cisco has three major product 

families. For simplicity, we will define them as low, midrange, high-end. They are 

managed accordingly by 3 OS's: IOS, IOSXe, NX-OS.IOS is the first Cisco OS and 

runs independently on BareMetal, Xe, and NX-OS are later evolution and are 

running on versions of Linux. Those OS are the core software of Cisco's networking 

products and naturally contain the most of the CVE's (1024 CVE combined from 

1999-2019) in that reference.  

• Deduplication The CVE are published dedicated to every OS separated. Due to the 

shared nature of them, they also share common vulnerabilities. To address our 

simulation more effectively, we analyzed the shared vulnerabilities and excluded 

them from the final count, thus saving about 200 data points (876 discrete).  

• Time Frame and CVSS [65]: Another reduction was made due to rapid 

technological change. We have considered only the last five years. We adopted 

CVSS as the severity scale (1-10) and concentrated on the top vulnerabilities 
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(greater than 5), considering that NIMAC attacks are aimed at the upper echelon of 

vulnerabilities.  

• Type of attacks (Not-DoS): As mentioned before, DoS was "the goto attack type" 

concerning network elements exposed to the internet. In our work, we want to 

establish defense over more sophisticated attacks aiming to internal network 

elements, therefore focusing mainly on Code-Execution, Bypassing, PE. Thus 167 

CVE to analyze.  

• Local Vs. Remote: The local/remote property of a CVE clarifies the nature of the 

attack surface needed for the exploit. As for our use-case is the management-plane 

we are only interested in the local CVE. 

• The final number of CVE: there were 92 CVE left at the end of the funnel process. 

Database analysis results:  

Our most significant findings: 75% of the CVE (In the Nx-OS platform it comprises 85%) 

were sensitive to malicious CLI commands or other input validations related attacks, 

making it a solid mutual ground for detection.  

Detection simulation and limitation found: 

The next step would be to upload all Snort rules published for those CVE and simulate 

attack traffic. After extensive research, to our disappointment, we discovered almost no 

Snort rules dedicated to the CVE described above (less than ten overall). On the one hand, 

Snort is the de-facto standard in IDS today and has excellent coverage for almost every 

product. On the other hand, the theme of disregarding NIMAC as a vital environment was 

prominent the whole time. The malicious CLI commands sensitivity is Snort’s “bread and 

butter" for coverage, meaning that at least 75% of the CVE addressed could be detected by 

simple Snort rules on our detection engine, a significant risk reduction. In order to write 

the specific rules, we need one of the two: CISCO disclosure of the specifics, how to craft 

the malicious command, or logging traffic of a dedicated attack doing precisely that. This 

effort in worthful but out of the scope of this paper. 

 

 

 

 

 



 

 

Attack Lab PoC: 

The attack lab's mission was to test the effectiveness of the simulated securedProxy 

properties as detailed above. In particular, to detect an exploit of the NIMAC CVE. We 

performed tests for three types of attacks, using different detection methods possible in our 

environment:  

• Test the detection of possible unknown attacks: exercising the "Small data 

property", we implemented a rule that alerts any time there is a telnet protocol 

command (telnet is a low-security protocol). We ran several benign telnet 

commands; all of them were detected by our small data rule. This method can  

empower prevention and hardening by monitoring every usage of telnet as a 

precaution measure 

• Test detection of attacks on NIMAC protocols: we tested the detection engine’s 

ability to engage on attacks that exploit the underlying protocols of the NIMAC. 

We ran several different known attacks of SNMP and telnet protocols; all of them 

were detected.   

• Dedicated attacks: In continuum to the theme of disregarding NIMAC, we had a 

hard time finding ready-made exploits and matching Snort rules on dedicated 

NIMAC CVE. We used three attacks to exercise the ability to detect malicious 

command with Snort on management traffic properties (but not precisely our cisco 

CVE): The exploits were open-source Python code and Metasploit framework. We 

used  CVE-2019-1821 (software improperly validates user-supplied input), CVE-

2018-0296 (lack of proper input validation), CVE-2016-6415(The vulnerability is 

due to insufficient condition checks in the part of the code that handles IKEv1 

security negotiation requests)  And just for the fun of it, CVE-2016-6366 (famous 

EXTRABACON…SNMP), All four  attacks were detected via our detection 

engines.  

 

 

 

 



 

 

Section C: Conclusions 
We showed that the architecture and properties of the secureProxy have the ability and 

potential to reduce the risk of the NIMAC environment profoundly. The prevention layer 

and the detection layer provide outstanding engagement with known exploits and can 

reduce the risks for future attacks by detecting general attacks in the technology of the 

NIMAC elements or by enabling proper defense to one-day CVE. 
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