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Motivation

• Cloud is expensive.

• Cloud is hard to manage.

(a) Distributed data-centers systems: (b) Microservices Architecture:



Motivation #2

• Security is a major 
concern for businesses 
shifting their applications 
to the cloud.

• Inflicted damage effects:
• Performance
• Operational Costs
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Pre-Cloud: Performance Damage

• –> Performance degradation 
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Cloud: Economic Damage
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• Reducing performance damage à Operational Costs (resources provisioning, etc.)

VM #1 VM #2 VM #3 VM #4Application Provider Cloud Provider



Our perspective
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Cloud Provider

• Optimize 
income.

Application Provider / Cloud Customer

• Serve as many clients as 
possible. 

• Minimizing expenses.

Application Customers

• Get the best 
service possible



Worst-Case Attacks

• Guarantee a level of service
• Under any attack condition.

• Study sophisticated attackers 
• Might utilize their understanding 

of the system to maximize damage

• Or not…

• Attack budget: Limited
• i.e., number of ’bots’



Worst-Case Analysis in High Level

• To ensure optimal operation:

• Where:
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System
Design
(offline)

Attack
Attack 

Mitigation
(online)

Max Min Max f(system)

f(system) = Performance(system) – Costs(system)



Prior results

• Two threat models:
• DDoS
• Resource-targeted attack.

• Distributed systems worst-case attacks characteristics:
• Resource repair costs [MAMA (SIGMETRICS) ‘20, INFOCOM ‘21].
• QoS, users delay [MAMA (SIGMETRICS) ‘22].
• Combining both [INFOCOM ’23].
• Spreading malware across data centers [NOMS ‘23].

• EDoS on Micro-services Archtiecture:
• Miscoordination between microservices working in tandem [INFOCOM ‘24].
• Inter-services communication patterns [CoNEXT Posters ’23].

9



Ongoing and Future Work

• Microservices application – optimize operation.

• Systems design:
• How to place resources initially.
• Where to place backup servers.

• Edge computing security:
• Latency becomes a requirement, not just minimization.

Thank You!  J


