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Abstract—ZEAL (Zero-shot Engine for IoT Asset Labeling)
is an open-source system that labels never-seen IoT devices by
finding their vendor (e.g., Xiaomi, TP-Link) and function (e.g.,
Light, Plug) based on textual features extracted from the device
network traffic, such as domains and hostnames. The system gets
as an input features and enriches them using online searches.
Then, it applies a string-matching algorithm to label its vendor
and large language model (LLM) to label its function. The system
is implemented as a serverless architecture on AWS, ZEAL
utilizes services such as Lambda, Elastic File System (EFS),
and S3, ensuring scalability but economic implementation. This
demonstration showcases ZEAL’s ability to enhance network vis-
ibility and asset management by accurately labeling devices with
minimal prior knowledge. The system is open-source publicly
accessible via API and GUI for research and business applications
(https://labelmydevice.com), licensed under the Apache License
2.0.

I. INTRODUCTION

The rapid expansion of IoT technology across various
sectors has created new challenges in device management and
network security. Accurate labeling of IoT devices is crucial
for enforcing security policies, allowing administrators to
apply device-specific access controls and configurations. Many
network devices provide insights to the devices connected to
their network, switches, home routers, enterprise routers, and
firewalls using some sort of labeling [6], [4]]. However, existing
identification solutions [12]], [13l], [14] depend heavily on pre-
labeled datasets, limiting scalability due to the ever-evolving
and dynamic nature of IoT environments.

ZEAL addresses this challenge by applying a zero-shot
learning approach that labels never-seen IoT devices based
on textual features extracted from network traffic. These fea-
tures include domains, hostnames, TLS issuers, organizational
unique identifiers (OUI) using MAC lookup [5], and user-
agent strings. The extracted textual features are enriched using
external search engines (e.g., Google), generating contextual
data that supports more precise device labels.

The enriched data is processed using two core models:
a string-matching algorithm for vendor identification and a
Roberta zero-shot classification model [7] for function pre-
diction, for more details about the core models see meyuhas
et al. [1]]. To ensure scalability and cost-efficiency, ZEAL is
implemented using serverless cloud infrastructure on AWS.
ZEAL’s optimized to ensure a cost-effective yet robust labeling
process, making it adaptable for different demand scenarios
such as research purposes or business-oriented tasks.

II. 10T LABELING REQUIREMENTS

IoT labeling is a foundational stage for IoT identification,
as illustrated in Fig. 1} Unlike identification algorithms, which
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Fig. 1. A schematic illustration of a system integrating our IoT labeling
solution (highlighted in purple). It elucidates the process from online device
identification to offline label extraction and IoT Identification training upon
detection of a new device.

rely on previously labeled data, labeling is essential when new,
never-seen devices are detected. The output of our labeling
process, including device labels, may subsequently be fed
as training data for IoT identification models, enabling these
models to adapt to newly encountered devices.

The system must satisfy several key requirements: (1) Uni-
versality: Handles unseen devices. (2) Accuracy: Maintain
high accuracy rates. (3) Explainability: Offers confidence
scores and justifications for human verification. (4) Passive:
Works without active probing, unlike Shodan/Censys services.
(5) Offline: Labels devices using offline traffic logs. Limita-
tions. Our system is limited to devices generating traffic with
meaningful textual data and labels device types and cannot,
in many cases, exact models (e.g., “Ring Doorbell” instead of
specific models like 3 or 4 [10]). Figure 2] presents an online
usage example of ZEAL.

III. SYSTEM ARCHITECTURE AND LABELING PROCESS

Figure [ illustrates the end-to-end labeling pipeline of a
SmartThings Hub device using ZEAL. Each stage of the
pipeline - extraction (1), enrichment (2), vendor (3), and
function (4) labeling - is mapped to specific AWS server-less
component, in this case to a lambda function.

(1) Feature Extraction (Input Handling and Storage):
Triggered by user input, the first step is held by a lambda
function processes user input, key textual features such as
domains, hostnames, TLS issuers, and user-agent strings. Input
data is stored in Amazon S3, for subsequent stages and data
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TABLE I
COST AND PERFORMANCE COMPARISON OF HOSTING ARCHITECTURES

Architecture Advantages Disadvantages Monthly Cost Maximum Throughput
(US-East AWS) (~)
EC2 (t3.medium) - Consistent performance - High idle costs $30 200+ concurrent requests

- No cold starts
- Scalable, flexible containers
- No need to manage servers

- Requires manual scaling
- Idle costs at low traffic
- Complex orchestration

ECS $25-$50 200+ concurrent requests

Lambda + EFS - Pay per request

- Burst scalability

- Minimal resting costs

1,000+
requests

$3 (mostly EFS stor- concurrent
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Fig. 2. ZEAL Graphical Interface, available online: labelmydevice.com. Here
is an example of typical user usage, it shows the user inputs, including MAC
Address (D0:52:A8:AA:BB:CC), User Agent (UPnP/10 Smart Things), DHCP
Hostname (hubv2-d052a8a4696), and Domain (fw-update2.smartthings.com).

analysis collection. (2) Feature Enrichment: The second
step is triggered by a new s3 file stored, representing a
new device to label. This function interacts with external
search engines (e.g., Google) via the Serp API (Available:
https://serpapi.com) to enrich extracted features. We found that
enrichment is crucial for accurate labeling. Domain names
was one of the most effective featured!] Enrichment results
are stored in S3 to minimize redundant API calls for repeated
queries, effectively leveraging caching. By reusing previously
processed and enriched results, the system avoids the need
to reprocess identical traffic data or re-fetch search results
for the same querieﬂ (3) Vendor Labeling: The third step
compares enriched data against a pre-defined vendor catalog
stored in S3. The string-matching algorithm identifies the most
probable vendor label based on feature matches. (4) Function
Labeling: The fourth step utilizes a zero-shot model (Roberta)
to infer the device’s function. This model is hosted on Lambda

I'We note that the use of domain names in the IoT environment is crucial
to defend the devices using allow-lists [11].

2Each query in the cache is being refreshed every 3 months to preserve
up-to-date results and support recent search results for emerging devices.

with Elastic File System (EFS) to address memory constraints,
enabling it to handle large model files. This function is
triggered when the vendor labeling is concluded, narrowing
the options to the vendor-specific functions. (5) Confidence
Scoring and Output: The last labeling step is to produce a
confidence score, and justification, it is computed using the
outputs of the vendor (3) and function (4) labeling stages.
These results are stored in S3 and made accessible to the user
through the website front-end or API response.

Additional Components. Beyond the core labeling
pipeline, additional components ensure secure and user-
friendly access: API Gateway: Provides an endpoint for users
to submit labeling requests. Users can obtain an API key by
requesting a usage plan tailored to their needs on the webpage.
Amplify Frontend: A web interface hosted on AWS Amplify,
offering flexible input options (manual, JSON, or API).

IV. CoST AND PERFORMANCE ANALYSIS

This section evaluates the cost efficiency and performance of
three AWS hosting architecture alternatives—EC?2, ECS, and
Lambda with EFS. We analyze their suitability for different
usage scenarios and peak throughput demands. Table [l summa-
rizes the advantages, disadvantages, monthly costs, and esti-
mated throughput for minimal deployments in the US East (N.
Virginia) region. We found that Lambda with EFS is the most
economical solution for workloads with fewer than ~ 90, OO(ﬂ
requests per month due to its minimal idle costs. However,
beyond this threshold, cumulative per-invocation charges can
approach the fixed monthly cost of an EC2 instance. EC2,
with its consistent performance and absence of cold starts,
becomes cost-effective at higher request volumes but requires
a certain level of manual scaling. ECS provides a middle
ground, offering containerized deployments and auto-scaling
capability. Despite its flexibility, ECS may incur idle costs
and introduces additional managing complexity compared to
serverless architectures. The information in Table [l is derived
from AWS pricing [2]]. For Lambda + EFS, the monthly cost is
approximately $3, based on Amazon EFS storage pricing for
10 GB roberta model storageﬂ Invocation costs are minimal
for low trafﬁ(ﬂ Lambda’s maximum throughput is 1,000
concurrent requests, reflecting the default account limit[3]]. For

3Lambda’s cumulative cost equals EC2’s fixed monthly cost when 88,143
requests/month are made, considering memory allocation (10 GB), average
execution time (45 seconds per request), and storage cost [2].

4EFS Pricing: $0.30/GB per month for Standard storage.

SLambda: $0.20 per million requests and 0.00001 per GB-second compute.
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Fig. 3. SmartThings Hub labeling with ZEAL: (1) Extract traffic features (e.g., domains), (2) Enrich features with correlated colors, highlighting vendor
(bold) and function (underlined) terms, (3) vendor and (4) function labeling using catalogs. The output includes IoT type, confidence score, and justification.

EC2, the fixed monthly cost is $30, based on an on-demand
rateﬁ supporting approximately 200 concurrent requests (2
vCPUs handling 100 requests per vCPU). ECS costs range
from $25 to $50 per month, 2 vCPU and 10 GB memory,
and scales horizontally with each container supporting 200
concurrent requests. In summary, we selected Lambda with
EFS due to its suitability (up to 10$) for low-to-moderate
traffic demands (fewer than 90,000 requests per month) and
its ability to scale efficiently during traffic bursts. This design
accommodates organizations that periodically evaluate their
entire set of devices, a usage pattern commonly reported by
cybersecurity companies as part of their business logic.

V. CONLUSION AND FUTURE WORK

The demo demonstrates ZEAL’s end-to-end process, high-
lighting its labeling capabilities for unseen IoT devices. Upon
API request, ZEAL initiates feature extraction, enrichment,
vendor, and function labeling, and presents the result to
the user within a minute per average device. ZEAL allows
administrators, businesses, and researchers to label their assets.
Future work aims to extend support to non-IoT devices,
enhancing accuracy across various device types.
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SEC2: $0.0416/hour for t3.medium in the US East region.
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