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Abstract—A relatively simple safety-belt mechanism for im-
proving DNS system availability and efficiency is proposed here.
While it may seem ambitious, a careful examination shows
it is both feasible and beneficial for the DNS system. The
mechanism called ‘DNS Real-time Update’ (DNSRU), a service
that facilitates real-time and secure updates of cached domain
records in DNS resolvers worldwide, even before the expiration
of the corresponding Time To Live (TTL) values.

This service allows Internet domain owners to quickly rectify
any erroneous global IP address distribution, even if a long
TTL value is associated with it. By addressing this critical
DNS high availability issue, DNSRU eliminates the need for
short TTL values and their associated drawbacks. Therefore,
DNSRU reduces the traffic load on authoritative servers while
enhancing the system’s fault tolerance. In this paper we show that
our DNSRU design is backward compatible, supports gradual
deployment, secure, efficient, and feasible.

I. INTRODUCTION

We propose a simple yet bold safety belt mechanism to
enhance DNS system availability. Though ambitious, we care-
fully assess its feasibility and highlight its advantages for the
DNS system. High availability is essential for the DNS system,
as its unavailability makes the Internet unusable. Domain
owners often use low TTL values [30] to enable quick updates
to DNS records. However, low TTLs can backfire during
DDoS attacks, increase traffic load, reduce cache efficiency,
and drive up operational costs.

A. Motivation

Consider the following two scenarios at the highly profitable
Internet Foo-Bar shop, which generates millions of dollars in
daily revenue from the sales of foo-bars.

In the first scenario, on October 10, 2016, the domain
admin of foo-bar.com mistakenly updated the domain with
an incorrect IP address and assigned it a TTL value of twelve
hours. As a result, the online shop experienced a rapid decline
in traffic and sales. Despite the admin’s urgent efforts to correct
the error by updating the authoritative servers with the correct
record, the problem persisted. Resolvers worldwide continued
to retain the erroneous record for the full twelve-hour TTL
duration. The admin, unable to resolve the issue in time,
ultimately faced reprimand and termination by her employer.

In the second scenario, a new admin was hired shortly
afterward and implemented a strict low TTL value of just 2
minutes to minimize potential losses. This strategy ensured
that any errors could be resolved within minutes. However, on
October 21, 2016, foo-bar.com became a victim of the Mirai
DDoS attack, which targeted the Dyn ISP hosting the foo-
bar authoritative servers. Within 2 to 3 minutes of the attack,

traffic and sales plummeted as resolvers worldwide cleared the
foo-bar.com record from their caches when the 2-minute TTL
expired and were unable to retrieve updates from the DDoSed
authoritative server. The new admin suffered the same fate as
their predecessor—reprimand and termination.

Alternative measures, like using stale records when the
authoritative server is unreachable, may however, prolong the
issue and lead to worse consequences.

B. Background

Unfortunately, both of these scenarios have occurred in
practice. For instance, in 2019, a scenario similar to the first
occurred, resulting in an outage of several Microsoft services.
Azure and other services were inaccessible for several hours
due to an erroneous DNS update that couldn’t be promptly
rectified or undone [44]. Similar incidents have been reported
with other companies such as SiteGround, Zoho, Slack, Win-
dows Update, and Akamai [8], [14], [27], [34], [39]. We
believe that many more such incidents go unreported. An
instance of the second scenario transpired during the 2016
Mirai DDoS attack, which affected Dyn and exposed the
vulnerability of domains with short TTL values. When the
authoritative DNS servers hosted by Dyn went down, domains
with low TTL values such as Twitter, Netflix, the Guardian,
Reddit, and CNN experienced almost instantaneous impact
[21]. A comparable situation unfolded with Facebook, as
reported in [42]. Additionally, maintaining short TTL values
is costly [31], as it leads to unnecessary DNS traffic generated
by frequent refreshing of popular domain records in various
resolvers, which occurs every TTL duration.

C. DNSRU: resolution for concerns

In this paper, we introduce DNSRU a method that combines
the advantages of an undo command for quick recovery from
erroneous updates with the benefits of large TTL values. While
DNSRU changes the DNS system, it is backward compat-
ible supportes gradual deployment and comes with several
advantages. DNSRU facilitates the timely update of records
in resolver caches worldwide, even before the associated
TTL expires. By notifying resolvers about recently updated
domains, DNSRU ensures that the corresponding records are
promptly removed from their cache. If a removed domain is
queried, the resolver performs a new resolution in the standard
DNS system to obtain the latest update.

This paper examines the following aspects, demonstrating
the feasibility of DNSRU (for a full version see [26]):
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• Enable large TTL values: DNSRU allows Internet ser-
vices to significantly increase the TTL values associated
with their domain names in resolver caches (client caches
are discussed in the sequel). To allow the association
of a much larger TTL value with domain names, we
insert a new TTL field, in addition to the traditional
one, called DNSRU-TTL (Section III-A). This in turn
may eliminate most of the futile traffic between resolvers
and authoritative servers. In [9], [26] we expand DNSRU
to enable clients to utilize the additional larger TTLs,
thereby reducing futile DNS traffic also between clients
and resolvers.

• Backward compatibility and gradual deployment:
To ensure backward compatibility, the DNSRU-TTL is
included in the ADDITIONAL optional section [28] of
DNS responses. This way, an authoritative server that
uses DNSRU can communicate with resolvers that have
implemented DNSRU, as well as with those that have not.
Similarly, a resolver that uses DNSRU can communicate
with both authoritative servers that have implemented
DNSRU and those that have not (Section III-A). Addi-
tionally, DNSRU supports DNS routing features including
the DNS unicast, anycast routing and round-robin DNS
[1], [4].

• Feasible: We show that DNSRU can be efficiently useful
for many domains (hundreds of millions), including Con-
tent Delivery Networks (CDNs) [29]. A key idea behind
DNSRU is that a lot of domains on the Internet do not
change their IP addresses very often. We observed that
around 80% of domains change their IP addresses less
frequently than once a month on average (shown in Figure
4). We call these stable domains. In the DNSRU design,
our primary focus is on these stable domains; other
domains are presumed to persist with the standard DNS
system. It is noteworthy that many domains supported by
big CDNs are also stable. This trend is growing as CDNs
like Cloudflare and Fastly transition to fewer but larger
data centers, leveraging anycast routing amongst them,
instead of frequently updating domains IP addresses as
in traditional CDN networks. Moreover, many stable
domains currently possess short TTL values, which, in
fact, amplifies the advantages of DNSRU, making it even
more beneficial.

• Efficient and scalable: DNSRU can efficiently serve
hundreds of millions of domains, including an efficient
update of subdomains within a specific domain name.
Furthermore, because DNSRU services stable domains,
the load on our system and the storage required for the
updated domains are moderate, eliminating the need for
complex scalability mechanisms (Section V-C).

• Secure: DNSRU does not compromise the security of
the DNS system. We take measures to prevent DNSRU
from becoming a new single point of failure. A detailed
security analysis, along with mitigations for potential
attacks on our system, is presented in Section VI.

In addition to the above properties, the following consider-
ations make DNSRU attractive to authoritatives and resolvers:

• Timely: The DNSRU is a timely development in the
DNS system, not only because it solves a high-availability
issue, and increases the DNS efficiency, but also due to
the high and increasing percentage of stable domains in
the Internet. The percentage of stable domains (those that
change their IP addresses less frequently than once a
month on average) is above 80% and keeps growing (see
Section IV).

• Economic implications and incentives: Introducing
DNSRU offers financial benefits for both resolvers and
authoritative servers operators. It can reduce revenue
loss and create new income opportunities, [9], [26]. We
recommend integrating the DNSRU service into the root
DNS servers.

Related work and alternative methods are presented in
Section II. The DNSRU service is described in Section III. In
section IV, we provide measurements on domain IP address
update times and their TTL values. In section V, we analyze
the relevancy and feasibility of DNSRU. In section VI, we
present the security threat analysis and the corresponding
mitigations. In [9] we discuss methods for client browsers
to pull new domain updates from resolvers before their TTL
has expired. Finally, conclusions are given in Section VII.
For a detailed version please see [9], [26].

II. RELATED WORK

Various existing resolvers provide cache flushing services
through a web interface, such as Google DNS’s ”Flush Cache”
[18] and Cloudflare’s ”Purge Cache” [15]. The interface allows
to purge one domain at a time with several seconds of
delay between successive purges to limit DDoS attacks. Two
problems arise; first, Internet service owners must manually
flush records in each resolver separately, hoping that each
resolver implements cache flushing services; secondly, anyone
can delete DNS records from these resolver’s cache. DNSRU
is somewhat similar, but it is a reliable method that automates
the service, providing it to any authoritative and/or resolver.

In [12] Ballani et.al. suggest using the IP address of a
domain even if its TTL has expired when the corresponding
authoritative server is unreachable due to e.g., a DDoS attack.
DNSRU provides a similar remedy by enabling the use of
much larger TTL values. However, unlike DNSRU, [12] does
not help if an authoritative server crashes while an erroneous
record has been distributed and might make things worse,
i.e., increasing the potential damage of DNS cache poisoning
attacks [11], [19], [24]

The ”DNS push Notifications” RFC [36], suggests a mech-
anism wherein an authoritative server asynchronously notifies
all its clients of changes to its DNS records via a TCP
connection. This mechanism has a fundamental drawback:
Each authoritative server is required to maintain a persistent
TCP connection with all of its clients to facilitate updates.
Consequently, it might be suitable for an IoT product commu-
nicating with its designated vendor, but not for client software,
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such as browsers, which cannot maintain TCP connections
with a large number of websites simultaneously only to await
updates. Furthermore, this mechanism generates a significant
load on the authoritative server and necessitates more substan-
tial modifications in the DNS than those required by DNSRU.

III. DNSRU

At a high level, the method has three steps:
Step 1 Participating resolvers periodically query the DNSRU

service for, and get in response, a global list of domains
whose records (IP addresses) have been recently updated.

Step 2 Each resolver removes from its cache any record that
appears in the last list it received.

Step 3 Upon receiving a query for a removed domain, a cache
miss occurs, and the resolver performs a new resolution
in the standard DNS system getting the updated record
(IP address) from the corresponding authoritative server.

Fig. 1. DNSRU system overview

DNSRU maintains a global database, called UpdateDB,
which stores a list of recently updated domain names (see
Figure 1). The process consists of the following three steps:
(1) When a domain name record is updated, the authoritative
server sends a message to UpdateDB to insert the updated
record. (2) Resolvers query UpdateDB every ∆ time units
(e.g., ∆ = 1 minute) to retrieve a list of domain names updated
within the last ∆ time units. (3) Each resolver then removes
from its cache any domain name that appears in the received
list. Upon a subsequent request for one of these domains, the
resolver experiences a cache miss and resolves the domain
name through the standard DNS system, obtaining a fresh
record from the corresponding authoritative server.

A. DNSRU: Adding a large TTL

DNSRU enables fast recovery, removing restrictions on
larger TTL values. Thus, we assign a second, larger TTL,
called DNSRU-TTL, to domains using DNSRU. Notice that
it is still necessary to maintain the shorter TTL value for
communication between resolvers and clients, as well as for
backward compatibility and gradual adoption of DNSRU.
However, the standard DNS does not support the association

Fig. 2. DNSRU events and messages flow:
1. InsertDomain - Upon updating a record, the authoritative server sends the
new record to the UpdateDB.
2. UpDNS request - The recursive resolver queries the UpdateDB every ∆
time units.
3. UpDNS response - The resolver receives the list of domains that have been
updated in the last ∆ time.
4. DeleteDNS - The recursive resolver deletes the domains in the list from
its local cache.
5. A cache miss occurs when a client sends a request to resolve a domain
name that has been recently updated.
6. The recursive resolver issues a request to resolve the domain in the standard
DNS system.
7. The DNS system resolves the request with two different TTLs in a backward
compatible way (Section III-A).
8. The recursive resolver inserts the new domain name into its cache and
sends it to the client.

of an additional TTL value with DNS replies and records. To
address this mismatch, we utilize the optional ADDITIONAL
section in DNS replies and records [28] to include the
DNSRU-TTL value (upto 231 sec.). For example the DNS
answer sent by a Google authoritative server would be:
ANSWER section:
google.com 600 IN A 172.253.115.100
ADDITIONAL section:
DNSRU.google.com 2, 147, 483, 647 IN A 172.253.115.100

To implement the DNSRU-TTL functionality, Internet ser-
vice owners need to include the ”DNSRU-TTL” in their DNS
zone file [5]. Clients and resolvers that do not implement
DNSRU disregard this ADDITIONAL section and retrieve
the traditional TTL value from the ANSWER section. While
resolvers that support DNSRU extract the ”DNSRU-TTL”
from the ADDITIONAL section. This approach enables an
authoritative server to communicate with both resolvers that
have implemented the DNSRU method and those that have
not. With the standardization of the mechanism, there might
be a preference to store the DNSRU-TTL in a different part
of the DNS response.

IV. MEASUREMENTS AND EVALUATION

In this part, we address three critical challenges: First,
we verify the applicability of the method for the majority
of domain names. Secondly, we determine the value for ∆

Authorized licensed use limited to: TEL AVIV UNIVERSITY. Downloaded on May 25,2026 at 11:01:53 UTC from IEEE Xplore.  Restrictions apply. 



by observing the current TTL values. Finally, we assess the
existing volume of futile traffic to illustrate the potential traffic
savings for domain owners.

A. Percentage of domains suitable for DNSRU

We classify domain names into two categories based on
their frequency of IP address changes: stable and dynamic.
The average time between IP address changes for a domain
D is denoted as TD

update. For stable domains, Tupdate > 1
month, while other domains are deemed dynamic. All stable
domains are considered suitable for DNSRU.

To identify and estimate the number of stable domains,
we need to collect the historical data of Tupdate. We used
SecurityTrails [40], a paid service, to collect data on domain
IP address changes over the last 3 to 15 years.

We obtained a list of domains sorted by popularity (includ-
ing sub-domains) from MOZ and Alexa [10], [32] and sampled
2001, as follows: the up-to-date top 50 and the top 450−499 of
MOZ, and top 100, 000−100, 049 and top 500, 000−500, 049
of Alexa from 2021. Then, we measured TD

update for each
of these domains. We did not measure the entire 600, 000
domains due to SecurityTrails licensing constraints. As can be
seen in Figure 3, the distribution of Tupdate is quite consistent
across the four ranges. For domains that were updated at least
once a day, we took their Tupdate from our samplings rather
than from SecurityTrails. Other papers that use the historical
data on domain IP address changes collection of SecurityTrails
are [6], [13], [23].

Observations: The Tupdate measurements are summarized
in Figures 3 and 4, indicating that the group of stable domains
constitutes more than 80% of the examined domains.

We also investigated whether domains serviced by CDNs
are inherently dynamic domains. Due to space limitations the
details of this investigation are relegated to [9]. Surprisingly
most of Cloudflare’s and Fastly’s CDN serviced domains are
stable. This suggests that some domains serviced by CDNs
are potential users of DNSRU.

Subdomains: Note that while a top-level domain might
be stable, some of its subdomains could be dynamic, and
vice versa. Due to space limitations examples of domains and
subdomains of opposing types are omitted and are in [9].

B. Determining ∆

∆ in DNSRU is roughly the time it would take for an IP
update to disseminate to the relevant resolvers, which we refer
to as the recovery time in Section III-A and formally define in
Section V-A. In the present DNS system the recovery time for
a domain is its TTL value. To ensure that the recovery time
of domains in DNSRU does not exceed their recovery time in
the current DNS system, we set ∆ to the first percentile of
the TTL values of stable domains. As observed in Figure 5,
the 1.2th percentile of the TTL values of stable domains is 1
minute. Hence, we set ∆ = 1min.

1SecurityTrails licensing enabled to get only 200 Tupdate measurements.

Fig. 3. CDF of Tupdate in hours. The x-axis of each point represents the
TD
update for domain name D while the y-axis represents the CDF.

Fig. 4. Tupdate for 200 domains. m = month, y = year.
TD
update > 1 year for 61.6%. TD

update > 1 month for 83.05%.

Fig. 5. Distribution of the TTLs of the stable domains

C. Futile traffic

Here we assess the current amount of futile traffic in order
to demonstrate potential traffic savings to authoritative servers,
incentivizing them to adopt DNSRU. This assessment quanti-
fies the volume of unnecessary or redundant traffic generated
because of the short TTL values. We assume an ideal cache
model in which DNS records are not evicted from the cache
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until the corresponding TTL has expired, i.e., ignoring eviction
due to full cache, resolver crashes, and resolvers manipulations
[17], [25]. We noticed that fewer than 0.2% of DNS responses
contain a DNS record that is different than the previous record
received. Increasing the TTL values, as facilitated by DNSRU,
would significantly reduce futile traffic, and under the ideal
cache assumption, this traffic could be completely eliminated.

More specifically, let traffic-ratioD =
TD
update

TTLD for domain
D be the ratio of the average time between IP address changes
for domain D and its corresponding TTL value. Theoretically
the lower bound on traffic-ratioD occurs if the TTL expires
exactly when the corresponding IP address is changed, i.e.,
Ω(traffic-ratioD) = 1. In this case, there would be no futile
traffic. We consider traffic-ratioD to be its futile traffic.

In Figure 6, we computed the futile traffic, which is the
ratio mentioned above, using the TD

update and TTL values from
Sections IV-A and IV-B.

Notice that ’python.org’ and ’moscowmap.ru’ have the
lowest ratios, while ’yahoo.co.jp’ has the lowest ratio among
those with a short TTL value (less than 10 minutes). The
average traffic-ratio for the 200 domains is quite large, at
251, 500. The highest observed ratio is 2, 365, 200, found at
’amazon.in’.

Fig. 6. traffic-ratio of the stable domains on a logarithmic scale. The
traffic-ratio is considerably larger than the lower bound, which equals 1.

Notice that the reported traffic-ratio with the ideal cache
assumption is a lower bound; Evicting a domain from the
cache earlier, increases the traffic-ratio. As noted above,
with DNSRU the futile traffic in an ideal cache model can be
even eliminated by choosing an immense TTL.

V. ANALYSIS

Here the above measurements are used to analyze (A) The
recovery time of a domain, (B) the load on the authoritative
servers, (C) feasibility and scalability of DNSRU and finally
(D) assessing the economic implications.

A. DNSRU: Domain recovery time

Let the recovery time of domain D be the interval of time
from when D is updated in its authoritative server, called
AuthS, until all resolvers have deleted domain record D from
their cache. We consider a domain worst-case recovery time
with and without the DNSRU. With DNSRU it is bounded
by ∆ + l ≈ 66 seconds where l << ∆, independent of the
TTL value. Without DNSRU, it equals the TTL value. In [9]
we show all the terms contributing to recovery time with and
without DNSRU (omitted here due to space limitation).

In Fig. 7 we plot RECOVERYDNSRU (with DNSRU) and
RECOVERYDNS (without DNSRU). This is an illustrative
plot, RECOVERYDNS increases linearly as a function of the

Fig. 7. Illustrative diagram: The worst-case recovery time in seconds assumes
an ideal cache model before and after DNSRU usage.

TTL, since in the worst-case scenario, some resolver may
hold the old record value until the TTL expires. While,
RECOVERYDNSRU is bounded by ∆r + l where ∆r = 60
seconds and l is at most 6 seconds and usually < 2 seconds.

B. Load on authoritative servers

DNSRU changes the traffic patterns of authoritative servers
that use DNSRU, especially for those with popular domains
and have a high traffic-ratio (Section IV-C). The analysis of
the reduced load on authoritative servers achieved by DNSRU
is omitted here due to space limitations and is given in [9].

C. DNSRU: Feasibility and scalability

Although DNSRU effectively reduces futile traffic between
authoritative and resolver servers, it introduces new traffic
between the UpdateDB and resolver servers. In this context,
we demonstrate that DNSRU can efficiently handle over
520, 000, 000 stable domains (= #domains) by ensuring that
the UpdateDB sends UpDNS responses of size < MaxSize
(see Section VI) and resolvers query the UpdateDB every
∆ = 1min. The key observation is that since the domains
serviced by DNSRU are updated less than once in a few
months on average (stable domains), the total number of
updates in ∆ = 1min is small enough to fit in an UpDNS
response. In [9] we show that DNSRU is both feasible and
scalable, and argue its economical implications.

VI. SECURITY

The DNSRU implementation must ensure that it does not
open the door to any attack, such as a DDoS, DNS poisoning,
on elements of the DNS system. The threat model includes 4
potential threats which we address in this section:

1) DoS/DDoS on the DNSRU that impairs its availability
- This becomes notably severe since many domains are
expected to use much larger TTL values with this service,
see Section III-A, and rely on it to update their IP address.

2) UpdateDB as a reflector - The UpdateDB may be used as
a reflector [2], [38] in an attack on resolvers or any target
on the Internet. In this attack, many UpDNS requests are
sent to the UpdateDB, with a source IP address spoofed to
that of a target victim (resolver or any other victim); the
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victim then receives a flood of UpDNS responses from
the UpdateDB.

3) Flooding Attack: An attacker floods UpdateDB with
InsertDomain requests, causing resolvers to receive large
UpDNS responses filled with numerous domain records,
thereby burdening them with substantial loads.

4) Integrity of records stored by UpdateDB - An attacker
could manipulate the UpdateDB to send an incorrect list
of domains to the resolvers by either: inserting invalid
domain names (which have not been updated) to the
UpdateDB or spoofing the DNSRU service to send an
invalid UpDNS response to the resolvers. This could lead
to resolvers eliminating records from their cache that are
still valid which may lead to three types of attack:

a) DoS on DNS authoritative servers - If the attack deletes
many records from many resolvers’ caches, it increases
the load on the corresponding authoritative servers.

b) Poor client experience - This attack might also affect
the latency experienced by resolver’s clients [31].

c) Load on the UpdateDB - This attack could result in
plenty of records inserted into UpdateDB, potentially
causing UpdateDB to send many records to resolvers.

Notice that DNS record poisoning is impossible in DNSRU.
We propose these mitigations to deal with the above threats:

Static IP address (threat 1): Since DNSRU aims to provide
high availability to DNS services, we avoid relying on
DNS mappings to access it. As such, we recommend
integrating DNSRU into the root system with a static
IP address for the UpdateDB to prevent DNSRU from
becoming a new SPOF (Single Point of Failure).

Reflection attack (threat 2) can be prevented by various
anti-spoofing DDoS mitigation techniques [7], [43]. Here,
we propose that the UpdateDB detects anomaly of fre-
quent, repeated requests originating from the same source
IP address. In such cases, the UpdateDB service responds
with a TQ bit (similar to the TC bit in the standard DNS
protocol), indicating that for a certain period, it accepts
requests from this IP address only over QUIC.

Bounding UpDNS response size (threat 2): A recovering
resolver or a malicious resolver could query for old
records stored in the UpdateDB, thereby forcing it to dis-
patch large UpDNS responses. To mitigate this reflection
attack, we limit the size of UpDNS responses to 10, 000
bytes, fitting into a small number of packets.

Flooding attack (threat 3) To thwart this threat, UpdateDB
should detect unusual patterns, such as repeated Insert-
Domain requests from specific IP addresses or targeting
similar domains. Then enforce validation of InsertDomain
requests from suspicious IP addresses for a certain period.
Options include; server registration, request rate limits for
new servers, CAPTCHAs for uploading manual updates.

Authenticity of messages (threat 4):
1) We suggest two methods to ensure the authenticity of

the UpDNS responses, first using a resolver-generated
nonce (a random number issued in an authentication

protocol) and second, using QUIC [22] for the com-
munication between the UpdateDB and the resolvers
to prevent the MITM attack. For this, the UpdateDB
must register with a certificate authority to acquire
an authentic certificate. In the former, the UpdateDB
includes the timestamp and the nonce from the corre-
sponding request in the UpDNS response, effectively
preventing spoofed or replay attack [3] on the resolver.

2) To ensure the authenticity of the InsertDomain re-
quests, we apply two methods, first including a times-
tamp in the InsertDomain request and second, signing
the request with DNSSEC [20], [37]. Lastly, to enhance
reliability, this communication occurs over TCP. In
the former, the UpdateDB validates that the timestamp
corresponds to a short time before the current time,
thus disabling replayed InsertDomain requests.

Hardening the DNSRU: (threats 1, 4) In order to minimize
the attack surface on the UpdateDB we employ security
best practices, such as installing security patches, strong
authentication, secure code development, DDoS protec-
tion solutions, and secure management practices. [16],
[33], [35].

Switching DNSRU to DNS (threat 1): One potential strat-
egy to mitigate DoS attacks on the DNSRU service could
be to revert it to the standard DNS system. Specifically,
if the UpdateDB becomes unavailable for a resolver,
the resolver can ignore the DNSRU-TTL and use the
traditional one.

VII. CONCLUSIONS

We introduce DNSRU, a new novel DNS service that en-
hances the DNS system high-availability by facilitating secure,
real-time updates of cached domain records in resolvers, even
before the associated TTL has expired. We examined all
implications and considerations of DNSRU that we could think
of, arguing the advantages, feasibility, backward comparability
and gradual deployment properties of DNSRU. DNSRU not
only enables swift corrections of mistaken domain updates but
also promotes longer TTL values, thus reducing futile traffic
from both resolver and authoritative server load. After DNSRU
would be adopted, it is plausible to reevaluate resolver cache
sizes, policies, and consider transitioning authoritative servers
to scalable services.

The traditional DNS is a ”Pull” system where clients and re-
solvers actively fetch data from authoritative servers. DNSRU
introduces a ”Push” element to this framework, overcoming
some inherent limitations of the conventional ”Pull” method.
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