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Abstract. First this paper measures and analyzes various trade-offs be-
tween different DNSSEC configurations, such as, NSEC, NSEC3, aggres-
sive caching, and online vs. offline signing. These measurements expose a
trade-off between (1) aggressive cashing DNSSEC configuration that pro-
vides excellent performances (higher robustness to DDoS attacks) but is
vulnerable to zone enumeration attacks in addition to offline signing dis-
advantages, and (2) online signing DNSSEC configuration, that prevent
zone enumeration but is more susceptible to DDoS attacks due to lower
maximum throughput. Second, following these, we suggest and evalu-
ate an alternative, Adaptive DNS over QUIC, (AdaDoQ), an adaptive,
efficient and secure communication layer between a DNS resolver and
the authoritative servers, that offers a better trade-off between DDoS re-
siliency and security. Under normal load conditions the resolver commu-
nicates with each authoritative server with standard DNSSEC however,
when the traffic load increases, AdaDoQ switches to a QUIC connection
with heavily communicating authoritative server(s), for as long as the
traffic load is high. The public key of the authoritative ZSK (which is
verifiable through the DNSSEC chain of trust) is integrated into the sym-
metric key creation in QUIC to provide a DNSSEC level of authenticity
and security. AdaDo(Q ensures DNS authenticity, good throughput, and
disables zone walking attacks, DNS hijacking, and cache poisoning.
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1 Introduction

The DNS developers’ community is struggling in recent years to make the DNS
system resilient to various attacks while maintaining its efficiency and authen-
ticity; The main tool used to stop attacks and ensure replies’ authenticity is
DNSSEC which employs asymmetric cryptography to sign DNS responses. While
DNSSEC provides authenticity of DNS responses and mitigates DNS poison-
ing/hijacking attacks, it amplifies DNS response size significantly and adds ad-
ditional computational overheads (i.e., validating signatures), making existing
DDoS attacks, much worse (Table . These attacks flood the DNS system with
NX (non-existent) domain name requests in order to bypass its caching defense
(Section . On the other hand some of its configurations are extremely useful
in mitigating some of the new attacks (Section .

In this paper we first give an in-depth analysis of the different configura-
tions that are available in DNSSEC (Section . We analyze what each is sup-
pose to solve, and what limitations each is introducing. Secondly, following the
in-depth analysis, we measure the impact each configuration has on the DNS
system in terms of NXDomain query throughput which is a worst-case DDoS
attack scenario. Thirdly, comprehending the benefits and drawbacks of each
variant, we propose in Section [3| a new hybrid method to address these issues.
Our method, called Adaptive DNS over QUIC (AdaDoQ) establishes an on de-
mand secure connection between an authoritative and a heavily communicating
resolver server. The secure persistent connection is authenticated once during
establishment and following communications over it do not incur the DNSSEC
overhead. Such communication is used only during a DDoS attack (or overload
conditions) in order to reduce both bandwidth consumption and CPU load at the
authoritative and the resolver servers. Finally, we proide a proof-of-concept to
demonstrate that this approach significantly increases the throughput between
the corresponding authoritative and resolver nameservers, thus minimizing the
amplification effects of DNSSEC on DDoS attacks without compromising any
other property of the system.

A summary of the different measurements performed in this paper is graph-
ically provided in Fig. [T} it depicts the results provided in Table [7] The figure
provides an overview of the different DNS and DNSSEC configurations in terms
of their performance and compromises. The horizontal axis gives the configura-
tions’ throughput in queries-per-second. The higher the maximum throughput is,
the better it can cope with NXDomain DDoS attacks. The vertical axis depicts
the configurations’ security wise drawbacks. The more severe the drawbacks are
the lower the configuration is placed along the vertical axis (below 1 is most
severe and 4 is least):

. Authenticity (DNS Hijacking)
. Zone Enumeration

. ZSK Exposure

. Slow Zone Update
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While NSEC/3 gives high throughput, it requires resolvers to implement aggres-
sive caching and compromise on zone enumeration and slow updates which put
them low on the compromise axis. Similarly, DNS throughput is good, but it
lacks authenticity thus placing it even lower. Online solutions on the other hand
are perhaps more secure, but their throughput is lower, making them a target
for NXDomain DDoS attacks. AdaDoQ with Black Lies keeps the ZSK online
making it vulnerable to compromised name servers, but gains higher throughput
which justifies its usage as an alternative when zone privacy and update speeds
cannot be spared.
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Fig.1: An overview of the different DNS and DNSSEC configurations depicting
the results from Table[7} Each configuration is placed according to its throughput
and drawbacks. Throughput is measured under a flood of NXDomain requests.
QPS is the maximum such queries per second, before it starts to lose packets.

Related work. The various DNSSEC configurations are cited and described in
Section [2| Petr Spacek from cz.nic showed in 2018 the potential of using ag-
gressive caching [23] to combat DDoS attacks. The series of measurements [37]
demonstrate the dominance in throughput when authoritatives use DNSSEC
with NSEC/3 and resolvers implement aggressive caching as in Knot Resovler
[15]. Here we relate to different usages of QUIC in DNS. Notice that most DNS
over QUIC usage is for privacy, and is between client stab and recursive resolver,
while our motivation in AdaDoQ is primarily efficiency and security. Moreover
AdaDoQ is intended for recursive to authoritative communication.

DNS over Dedicated QUIC' Connections. RFC 9250 [2I] standardizes the use
of the QUIC protocol for DNS client-recursive communication. The goal is to
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provide transport confidentiality.

The paper is organized as follows: The setup used for the measurements is
described in Sec. The sequence of DNSSEC extensions is reviewed
in Section [2| and our new Adaptive DNS over QUIC method is presented in
Section [3] In Section [d] we analyze the performances of each configuration, and
future work is discussed in Section [f] Finally conclusions are provided in Section
ol

2 DNSSEC/DNS Trade-off Analysis

2.1 DNSSEC and DDoS

While DNSSEC serves a major role in the authenticity of the DNS protocol, it
amplifies DDoS attacks; Every DNSSEC response is authenticated with an RSA
digital signature whose size is 2048bit [§]. The signature of a response to non-
existent (NX) domain queries not only includes the SOA record, but in addition it
also sends one NSEC record, to prove that the domain name really does not exist,
and a second NSEC record to prove that no wildcard covers that domain. These
additional records together with the added signatures overhead make an NX
response larger than 1000 bytes [9]. In comparison, with plain DNS; only 1 SOA
record (without signature) is required for NX response, which is about 100 bytes
on average, resulting in a 10x amplification factor for DNSSEC NX responses.
Additionally, resolvers do not need to validate asymmetric signatures, and online
signing nameservers do not need to sign responses. This makes authoritative
nameservers that use DNSSEC more appealing to attackers than those that do
not use DNSSEC.

‘ [[Validate|Res. Size (Bytes) Max QPS]

DNS N/A ~50 21,715
No 17,637
DNSSEC|—— ~1,000 9510

Table 1: DNS vs. DNSSEC Throughput. Measuring under overload conditions.
QPS is maximum queries per second with attack traffic (Non eXistant(NX) re-
quest flood) before it starts to lose packets. Validate describes whether Recursive
Resolver validates the signed responses.

* Authoritative Nameserver signs using RSA /SHA-256 and responds to NX with
NSEC (TTL=3600).

In Table [1| we separately measured the affects of the response size and of the
signature validation computational load on the throughput of the DNS system.

The details of our experimental setup are given in Section Table
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shows that the response size reduces the throughput by 20%. When measuring
the computational overhead of the resolver validating the signatures of responses
the impact is more significant, and throughput decreases by 55% compared to
plain DNS. Both results (with and without validation) show that DNSSEC’s
overheads impact the performance of the DNS protocol and make DDoS attacks
more effective.

2.2 Knot Resolver and Aggressive Caching

When resolvers get NX response, they cache the non-existent name. With DNSSEC,
the NX response is an NSEC record that represents an entire range of non-
existent names. Instead of just caching the queried name, RFC 8198 (Aggressive
Use of DNSSEC-Validated Cache) [23] proposes to generate negative answers
within the range of positive answers. It allows for validating resolvers to syn-
thesize NX responses based on existing NSEC records without querying the
authoritative nameserver. This significantly increases performance, decreases la-
tency and resource utilization on both authoritative nameservers and recursive
resolvers under an NXDomain flood, and in addition it improves on privacy [37].

Figures [2a] and [2b] illustrate how aggressive caching works.

In Figure [2a] the attacker queries for a random name that is not present in the
cache, this triggers the resolver to query the nameserver with the same query,
and since the queried name does not exist in the zone, the nameserver responds
with the NSEC record within which the queried name falls. The resolver then
caches this NSEC record.

Figure 2D shows what happens to subsequent queries that query for names
that fall between ranges that are already cached. Since the resolver implements
aggressive caching, it can use the cached NSEC records to synthesize NXDO-
MAIN responses, without communicating with the authoritative nameserver.

We measured the throughput of the system with and without aggressive
caching, comparing it to plain DNS. We use Knot resolver to measure aggressive
caching as it is the only resolver to the best of our knowledge that properly
supports this feature.

In Table [2| we show the dominance in throughout performance of aggressive
caching (96,226 QPS). Not only does it improve DNSSEC’s throughput, it is
actually performing better than plain DNS (23,524 QPS). This happens because
with aggressive caching the resolver quickly collects all NSEC records and from
that point on answers all queries from cache.

We further investigate and run a similar experiment, this time setting our
client machine for random names from the zone (1000 names). This means that
similar to aggressive caching, the cache should quickly become the dominant
factor. In Table [3] we can see that as expected, all the results with and without
aggressive caching are in par with aggressive caching (~95,000 QPS).

These results mean that if recursive resolvers implement aggressive caching,
then both the resolvers and the authoritative nameservers perform better and
are more equipped against NXDomain DDoS attacks using DNSSEC than plain
DNS.
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(a) Attacker initiates NXDomain Flood
Attack.

(1) First query has no match in the
cache.

(2) Query reaches the authoritative
nameserver.

(3) Authoritative nameserver responds
with the NSEC record where the queried
name falls.

(4) Resolver caches the NSEC record.
(5) Resolver responds with NXDO-
MAIN.
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(b) NXDomain Flood Attack with Ag-
gressive Caching. Resolver is flooded
with queries to non-existent names,
all names fall within NSEC record
ranges that are in the cache. Thus
the resolver synthesizes NXDOMAIN re-
sponses without communicating with the
authoritative nameserver.

Fig. 2: Ilustration of NXDomain Flood attack mechanisms.

2.3 Double-edged sword: Zone Enumeration

While NSEC gives a convenient solution to high-rate NX queries, it may be
used to easily enumerate all the names of a zone [4,?], which is a serious privacy
issue for many organizations. For example, with NSEC all e-mail addresses of
an email provider are exposed, which can be used to send spam and phishing, or
all sub-domains of a TLD are exposed and used to collect registrant data using

WHOIS queries [22].

l HResolver‘Aggr. Use‘MaX QPS‘

‘ [[Resolver|Max QPS]

Table 2: Affects of aggressive use of
DNSSEC-Validated Cache under NX-
Domain floods. QPS is the maximum
queries per second before packet loss.
* Auth signs with RSA/SHA-256,
NSEC (TTL=3600), 1000 names.

Bind9 N/A 21,715 :
DNS o /A 53501 DNS Bind9 | 97,718
Bind9 No 9,510 Knot | 98,110
DNSSEC ’ Bind9 | 96,308
Knot Yes 96,226 DNSSEC| 05 167

Table 3: Maximizing query rate of ex-
isting names in the zone. QPS is max
queries per second before loss.

* Auth signs with RSA /SHA-256, 1000

names.
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2.4 NSEC3

To prevent zone enumeration NSEC3 is suggested to conceal the zone names.
Instead of ordering the names of the zone in lexicographical order, the offline
process hashes all the names with a one-way hash function (e.g., SHA1), and
sorts the hashes by their hash values. Then, the same mechanism as in NSEC
is deployed on the hashed values. Every consecutive pair of hashed values is
offline signed using the ZSK, and distributes the signed records to the various
nameservers, similar to NSEC. When a query for a non-existent name arrives, the
nameserver first hashes the name, and then finds the corresponding signed pair
of hashed names that are lexicographically before and after the queried hashed
name. This means that the caller no longer receives an explicit pair of names
that exists in the zone as proof, but rather a pseudo-random pair of hashed
names that he cannot use to enumerate the zone.

Nontheless, this does not fully prevent zone enumeration, it only makes it
more difficult. An attacker can still collect all the NSEC3 records, and use an
offline dictionary attack to find the names that hash to the values it has collected
[28,7].

2.5 Offline Signing Drawbacks

Both NSEC and NSEC3 records are offline pre-signed. This means that a cold
storage machine that has access to the ZSK periodically generates and signs
NSEC/3 records for the various nameserver machines. Using offline signing poses
additional drawbacks to the authoritative:

1. Slow Zone Updates To update names in the zone, a slow process of offline
creating, signing and distributing new NSEC/3 records to all nameservers
is required. Furthermore, old records that are cached in resolvers cannot be
invalidated until their TTL expires. With NSEC/3 and Aggressive Caching,
these records can span a whole range of non-existent names. For authoritative
DNS providers that rely on rapid changes to names in the zones, such as
Disposable Domain providers [5], these slow updates are not an option.

2. Search Efficiency For large scale authoritative DNS providers (e.g.: Cloud-
flare, Google, etc.), searching for the NSEC/3 record with the right previ-
ous/next names can be an inefficient task [10].

2.6 Online Signing

Using NSEC or NSEC3 exposes the names of the zone to a zone enumeration
attack as described in Section Goldberg et al. [3I] proved that no solution
that protects against DNS message tampering can fully prevent zone enumer-
ation without using online signing of DNS responses. Consequently, solutions
that only use offline signing (i.e. NSEC/3) may not be suitable. Following are
the common DNSSEC implementations that use online signing to circumvent
zone enumeration:
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White Lies RFC 7129 [20] proposes that each nameserver will have access to
the zone signing key (ZSK) and generate and sign online an NSEC record for any
given non-existent query. In this record, instead of having the canonical existent
previous and next names, the nameserver will make up a previous and next
names by randomly generating names that are canonically slightly before and
after the queried name, but do no exist (hence the name - white lies). With White
Lies the NSEC record only contains information about the queried name, and
does not expose information about other names in the zone, providing protection
against Zone Enumeration.

Black Lies Similar to White Lies, Black Lies [7] requires each nameserver
to hold the zone signing key (ZSK) and sign NSEC records online. But, when
replying to a non-existent query with NXDOMAIN response, the queried name is
used for both the previous and next names. For example, if nz.a.com is queried,
an NSEC record is returned with previous-next range nz.a.com-\000.nz.a.com.
Since the NSEC record response is directly on the missing name, there’s no need
for an additional NSEC for the wildcard. This way a Black Lie response only
returns SOA, SOA RRSIG, NSEC and NSEC RRSIG records.

NSEC5 With White/Black Lies, each nameserver instance has access to the
zone signing key (ZSK) in order to sign the NSEC records they create online.
This means that if any instance is compromised, the ZSK is compromised and
with it the whole integrity of the zone. NSEC5 [31)?] solves this problem with
a technique similar to NSEC3. With NSEC3, each name in the NSEC record
is hashed. But as mentioned in Section [2.3] the hashed names can be revealed
with an offline dictionary attack. To prevent this, instead of simple hashing,
NSEC5 proposes to use an asymmetric private-public key for hashing, called
the non signing key (NSK). The private key is used to create hashes (signa-
ture), these hashes are then used to sort the NSEC5 records similar to NSEC3.
When a Resolver queries for a non-existent name, the Nameserver will hash this
name with the NSK private key, use the hashed value to pick up the appropriate
NSECS5 record and send that record back to the Resolver with the signature of
the queried name. The Resolver can now validate the signature with the NSK
public key and the NSEC5 record with the hashed output. Contrary to NSEC3,
an attacker can’t use the NSEC5 records for an offline dictionary attack because
it cannot generate hashes (it needs to private key for that). Also, the ZSK is
kept in cold storage (not used for signing NSEC5 records) and therefore if any
nameserver instance is compromised, the integrity of the zone is kept safe. The
only thing that does get compromised with the nameserver instance is the NSK,
which consequently means that an attacker can do a zone enumeration attack.

In Table [4] we summarize the main differences between the 5 approaches
discussed so far to prove non-existent responses.

In Table [5] we measured the throughput of the different methods under over-
load conditions. Results show that even without Aggressive Caching, the transi-
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tion from offline signing (NSEC/3) to online signing (White Lies, Black Lies and
NSEC5) adds additional overheads to nameservers and resolvers. While NSEC/3
perform with about 9K QPS, the online signing options peak at only 7K QPS.

‘NX Proof[[Online[Aggressive[Enumeration[UpdateslZSK Prot.[# Records‘

NSEC No Yes Yes Slow Yes 2
NSEC3 No Yes Yes Slow Yes 3
White Lies Yes No No Fast No 3
Black Lies Yes No No Fast No 1
NSEC5 Yes No No Slow Yes 4

Table 4: Comparing NXDOMAIN Proofs. Online: nameserver does online sign-
ing. Aggressive: Resolver uses Aggressive Caching. Enumeration: Attacker can
do zone enumeration. Updates: Authoritative Zone Updates. # Records: num-
ber of proof records sent to Resolver for each NX query (not including SOA and
SOA RRSIG)

INX Proof HAggressive[Max QPS‘
No 9,510
NSEC Yes 96,200
No 8,989
NSEC3 Yes 95,400
White Lies N/A 5,863
Black Lies N/A 7,206
NSEC5 N/A 6,324
AdaDoQ (Black Lies) N/A 20,558
AdaDoQ (NSEC5) N/A 18,824

Table 5: Comparing throughput of DNSSEC configurations. Measuring under
overload conditions. QPS is maximum queries per second with attack traffic
(Non eXistant (NX) request flood) before it starts to lose packets. authoritative
nameserver signs using RSA /SHA-256.

2.7 DNSSEC Signing Algorithm

DNSSEC relies on asymmetric encryption algorithms to sign and verify re-
sponses. The most dominant algorithm is RSA and its variants [§]. RSA is also a
required algorithm defined by the protocol. However, RSA is inefficient in terms
of signature size, requiring 3072 bits to achieve 128 bit security, which can lead
to packet fragmentations in some cases. Additionally, for nameservers that do
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online signing, the time it takes to sign is extremely important, and RSA is rel-
atively slow, requiring 2 millisecond to sign using a 2048 bit key [32] (Intel core
i5-2450M CPU 2.50GHz and 4GB-RAM). An alternative to RSA is the Elliptic
Curve Digital Signature Algorithm (ECDSA) [14]. To achieve 128 bit security it
only requires 256 bits key, resulting in 12x smaller amplification factor compared
to RSA. In addition, its signing is faster, and in Cloudflare implementation it
is 10x less computationally expensive [8]. These properties make ECDSA an
attractive algorithm to use by nameservers for online signing [36,7].

However, when it comes to validating signatures, ECDSA is slower than RSA.
We set up an experiment at the resolver side to examine how acute the differ-
ence is for the resolver using Intel Xeon Platinum 8272CL with 16GB RAM
(further experimental details are given in Section . For one experi-
ment we used a nameserver that signs its responses online using RSA /SHA-256,
and for the second experiment we had a similar setup but with ECDSA Curve
P-256. In Table [6] we show results of the two experiments. The results show that
ECDSA’s signature validation is a significant load on the resolver, giving the
lowest throughput we have seen in any experiment so far: 3,338 QPS compared
to 7,206 QPS with RSA. This suggests that while ECDSA is useful in prevent-
ing DDoS attacks on authoritative nameservers, it actually makes similar DDoS
attacks worse on recursive resolvers [36].

INX ProofH Algorithm ‘Online Signing | Maximum QPS‘

NSEC RSA/SHA-256 No 9,510
ECDSA Curve P-256 No 4,213

. RSA/SHA-256 Yes 7,206

Black Lies | m=5SA Gurve P-256 Yes 3,338

Table 6: Authoritative nameservers sign requests with either RSA or ECDSA
cryptography methods. Measuring under overload conditions. QPS is maximum
queries per second with attack traffic (Non eXistant (NX) request flood) before
it starts to lose packets.

2.8 Summary

DNSSEC is an important security feature for DNS, adding authenticity to DNS
responses, mitigating DNS poisoning [33,?] and other unauthorized responses
[34]. The initial configuration uses NSEC records for proof of non-existence.
When under NXDomain Flood attack, Using NSEC records together with Ag-
gressive Caching (Section can increase performance significantly compared
to plain DNS, for both the recursive resolver and the authoritative nameserver
(Table . But, NSEC records expose the names that exist in the zone through
zone enumeration (Section . To try and deal with that, NSEC3 was pro-
posed (Section , it gives a much better protection against zone enumeration
attacks, but is still susceptible to offline dictionary attacks [28,?]. Further more,
Goldberg et al. [3T] proved that in order to prevent zone enumeration entirely,
records must be signed online. White Lies (Section [2.6) and Black Lies (Section
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are the two common ways used for DNSSEC with online signing. The pre-
vent zone enumeration, but expose the ZSK in a live nameserver machine (in
order to sign queries to non-existent names). NSEC5 (Section was proposed
to do both online signing, to prevent zone enumeration, and offline signing, to
keep the ZSK safe. These extra security features come at a price, and degrade
the performance of DNSSEC under NXDomain Flood attack (Table [f]), mak-
ing authoritative nameservers that use them a target for DDoS amplification
attacks. See Figure [3| for visual representation of the interplay between different
configurations.

§2.1 Caching for Speed
§2.1 Cache poisoning

§2.2 DNSSEC

Crypto Signatures NXDomam
DDoS Attack
§2.3 DDoS Amplification
(CPU load, Pkt size

| §2.4 NSEC/3, Synthesized NX I

§2.5 Zone Walking, Scalability
Issues, Slow Updates

§2.6 Black/White Lies + | I
ECDSA §2.6 NSEC5 + ECDSA

ZSK Exposure Slow Updates
DDoS Amplification DDoS Amplification

Fig.3: Overview of the interplay between DNS configurations: what they solve,
and what issues they introduce.

3 Adaptive DNS over QUIC

3.1 Overview

With current DNSSEC implementations, as discussed in Section [2] zone own-
ers must choose between offline signing (with NSEC/3), benefiting from DDoS
protection with Aggressive Use of DNSSEC-Validated Cache (Section , but
exposing their names to zone enumeration (Section , slow zone updates and
scalability issues (Section . Or, use one of the online signing alternatives
(Section [2.6)), and be an easier target for DDoS attacks. Since the main issue
with DNSSEC is its susceptibility to DDoS attacks (Table . We propose a new
method - Adaptive DNS over QUIC (AdaDoQ), based on the notion that resolver
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and nameserver’s behavior during normal load and when under significant load
do not have to be the same. Under normal traffic load, resolver and authorita-
tive nameserver can manage the extra load presented by DNSSEC. But, when
targeted by a DDoS attack, these extra features that are designed to ensure the
integrity of the zone, can cause one or both of these servers to be unresponsive or
to crash. In our method, we drop all DNSSEC overheads under load, and move
to a consistent secure QUIC session. We show that this adaptable approach in-
creases throughput of the system compared to all other DNSSEC configurations
that do not use aggressive caching, and with minimal drawbacks.

3.2 AdaDoQ: High Level Design

When the load is low, resolver and authoritative nameserver use any DNSSEC
configuration that is adequate (e.g.: Black Lies for fast zone updates or NSEC5
for ZSK protection). Meaning, the nameserver sends responses with a signature
and the resolver validates the signature to ensure the integrity of the responses
it receives.

In AdaDoQ when the load is high, the resolver and authoritative nameserver
switch from interacting using UDP /TCP to a consistent secure QUIC session, us-
ing the ZSK for authentication and KSK to validate the ZSK. It follows that after
a successful handshake, the authoritative nameserver has authenticated itself to
the resolver. Any interaction using this QUIC session is now considered authenti-
cated, therefore the DNSSEC overhead is no longer required. Messages between
resolver and authoritative nameserver follow the normal DNS (not DNSSEC)
protocol. Figure [f] illustrates this high level design.

DNSSEC DNS over

over UDP Quic

Light load

Fig.4: Overview of AdaDoQ.

3.3 Data Authenticity

DNSSEC protocol provides cryptographic authentication of data, authenticated
denial of existence, and data integrity. With QUIC, the same level of security
can be achieved, as well as confidentiality which is not currently possible with
DNSSEC, with minor adjustments to the protocol, as follows:

For security, QUIC uses the TLS protocol [29], which relies on X.509 digital
certificates [26] to certify the ownership of a public key. The certificate contains
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the server name, the trusted certificate authority (CA), and the public key of
the server. The public key is then used with a key-exchange algorithm (RSA
Diffie-Hellman, or Elliptic Curve Diffie-Hellman) to generate a symmetric ses-
sion key for the secure connection. However, DNS keys do not comply with the
certificate chain of trust [2] and implement their own using Zone-Signing Keys
(ZSK) and Key-Signing Keys (KSK). Since the ZSK is the ground truth for
the zone, AdaDoQ requires the TLS protocol to be tweaked to use the ZSK
instead of using the key given in the X.509 certificate. This is done to ensure
that any message from authoritative nameserver to resolver using the QUIC con-
nection is equivalent to the authoritative server signing it with the ZSK. Other
aspects of the TLS protocol, such as the key-exchange algorithm, remain the
same. With AdaDoQ, resolvers can, at any time, opt to stop using DNSSEC
and upgrade their connection to secure QUIC with that nameserver. During the
QUIC connection setup, the nameserver uses its ZSK to both authenticate itself
as the authoritative of the zone, as well as to establish a symmetric key for a
secure session. Every message that follows through the secure session could have
been only sent by the nameserver, therefore is considered authenticated by the
resolver, without DNSSEC signatures.

3.4 QUIC Connection

The QUIC protocol [I9] is a general-purpose transport layer network protocol
initially designed by engineers at Google, and announced publicly in 2013 by the
IETF [13]. We chose to design our solution based on QUIC and not the standard
TLS because it offers the following advantages:

1. Connection Establishment Latency
TCP requires a handshake to establish a connection, and additional hand-
shake for TLS to ensure that the session is secured, this takes two to three
round trips. QUIC requires only one handshake and one round trip. Cutting
connection latency from 300ms to 100ms [I1].

2. 0-RTT
After the server and client established a connection, the connection metadata
is cached and following requests can resume the connection with 0 round trip
time.

3. Multiplexing
TCP supports request multiplexing. However, it suffers from Head-of-Line
(HOL) blocking [12]. When a packet is lost, the entire connection, with all
its requests, stop to retransmition the lost packet. QUIC uses UDP as the
underline protocol and therefore avoid this HOL blocking and only stop to
retransmition packets for their respective requests, not the entire connection.

4. Congestion Control
QUIC improves congestion control by introducing a new numbering mech-
anism. Every packet, including retransmitted packets, get a new sequence
number. This leads to a more accurate round trip time estimation [24].
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3.5 Switching Algorithm

While the QUIC connection between a resolver and authoritative servers is more
efficient than using DNSSEC if there is a flood of requests/responses between
these two servers, it is inefficient for sporadic interactions between them. At
the same time a QUIC connection cannot be kept persistent for long periods of
time since the overhead of maintaining a large number of such connections is
prohibitive [25].

Therefore, in AdaDoQ the resolver has to automatically decide when to es-
tablish and when to tear down a QUIC connection with specific nameservers.
Since the resolver caches responses to legitimate existing domain-name requests,
a QUIC connection is employed mostly against a flood of NXDOMAIN re-
quest/response exchange. The detection of such a flood at the resolver, is done
either by monitoring the request stream or the response stream. For detection
of a NXDOMAIN request flood on the request stream, an algorithm based on
distinct heavy hitters can be used as in [30] with appropriate tuneable thresh-
olds. Detection on the NXDOMAIN response stream is simpler using a simple
heavy-hitters algorithm to detect authoritatives that produce high frequency of
NXDOMAIN responses [27,?] and is recommended when an authoritative with
which a flood of NXDOMAIN request /response is detected with an appropriate
initiating threshold, the resolver opts to upgrade its connection with that name-
server to QUIC. This connection is maintained for as long as the flood with that
authoritative persists. When either of the above detectors (on either the request
stream or the response stream) indicates that the rate is below an ”off” threshold
(which is lower than the initiating threshold) for a duration of a configurable
amount minutes, the resolver tears down the corresponding QUIC connection.

3.6 Limitations

ZSK in Hot Storage: With the offline solutions NSEC and NSEC3 and with
the online solution NSEC5, the ZSK is kept in cold storage. This means that
the different nameservers do not have access to it, and it is only used offline to
sign records which are then distributed to the nameservers with their signatures.
This ensures that even if a nameserver is compromised, the integrity of the zone
is kept safe, since attackers do not gain access to the ZSK and can not forge
records.

With AdaDoQ, communication with the QUIC session is considered authen-
ticated. This means the nameserver has to authenticate itself with the resolver
during the QUIC connection setup. To do that, the nameserver has to have ac-
cess to the ZSK, which is the ground truth source for the zone. This suggests
that the key cannot be kept in cold storage, and if a nameserver is compromised
the integrity of the zone may be compromised.

To eliminate this danger the nameservers can refrain from using the ZSK
itself for the QUIC connection establishment, and instead use a separate key,
dedicated for QUIC establishment, we call the QUIC Signing Key (QSK), signed
offline by the ZSK. This key is valid only for QUIC connections, and can be
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periodically updated. This means that if a nameserver is compromised, the ZSK
is not compromised. While an attacker can still use the QSK to forge responses
in a compromised server, it is more complex to use in an attack, as it requires
the attacker, which is located on the server side, to force a QUIC connection
between a targeted resolver (the client side) and the compromised nameserver.
This is hard to achieve from the server side. One option is for the attacker to
mount a flood of NXDomain requests from another machine under its control to
the resolver which would then cause the resolver to open a QUIC connection to
the authoritative server that the attacker has compromised.

Validating Resolvers: DNSSEC signed records can be validated by any re-
solver between the client and the authoritative nameserver. With AdaDoQ under
high load, records are sent without being signed, and only the resolver that com-
municates directly with the nameserver authenticated them. This means that for
other resolvers along the chain, additional authenticity and data integrity is re-
quired to make sure the records are not being tampered with, and these resolvers
down the chain need to trust the data from the initial validating resolver.

Implementation Details are relegated to Appendix due to space

limitation.

4 Experiments

4.1 AdaDoQ Configurations

With AdaDoQ), deciding when to switch from normal DNSSEC communication,
to the long-lived QUIC connection is a fundamental part of the algorithm. Our
implementation uses an Exponential Moving Average [16] scoring system (Equa-
tion . There are three tunable configurations that need to be configured when
initializing the server:

1. Window Size: configures how frequently we update the score of the connec-
tion with the aggregated count of messages.

2. a € [0,1]: weight parameter that’s used to decide how quickly old messages’
score is decayed.

3. Switching Threshold: the score at which the resolver server opts to upgrade
its connection with the nameserver from DNSSEC to QUIC.

We have tried various different combination of configurations, and found that
for us, the best results are achieved with a window size of 1 second, o = 0.6,
and a score threshold of 50. These are the configurations used in all the results
reported in this paper.

4.2 Results

Full Comparison: In Figure[I]and Table [7]we compare our proposed AdaDoQ
solution to all DNS and DNSSEC configurations discussed in this paper. Plain


https://orcid.org/0009-0005-3640-7878
https://orcid.org/0000-0001-8351-0927
https://orcid.org/0000-0002-8165-2558

Resiliency Trade-offs of DNSSEC Configurations to DDoS Attacks 15

DNS gives us a baseline of how DNS performs during a DDoS like attack without
any security overheads (21-23K QPS). NSEC and NSEC3, the two offline signing
configurations for DNSSEC give about 9K QPS with RSA and 4K with ECDSA.
Without Aggressive caching these are the highest results for DNSSEC and they
still give less than 50% throughput compared to plain DNS. With online signing,
results get worse, and Black Lies provides the best throughput of 7K with RSA
and 3K with ECDSA, which is less than 30% the throughput of plain DNS.

Nameserver NX Crypto Online || Maximum Cons
Proof Method |[Signing QPS
DNS N/A N/A N/A || 23,524 |DNS Hijacking
RSA /SHA-256 9510 |Zone Walking
NSEC Slow Zone Update
ECDSA P-256 No 4,213 + Resolver Load
. Zone Walking
*
NSEC Aggressive* | RSA/ECDSA 96,200 Slow Zone Update
RSA/SHA-256 gogy |~one Walking
NSEC3 Slow Zone Update
ECDSA P-256 No 4,015 + Resolver Load
. Zone Walking
ik
NSEC3 Aggressive™| RSA/ECDSA 95,400 Slow Zone Update
RSA/SHA-256 5863 |DL005
White Li Yo ZSK Exposure
"¢ ECDSA P256| 2,070 |+ Resolver Load
DNSSEC BDoS
RSA/SHA-256 7,206 o
Black Li Yo ZSK Exposure
ack Lies ECDSA P-256 o 3,338 + Resolver Load
RSA/SHA-256 6,324 |DDOS
NSEC5 v, Slow Zone Update
ECDSA P-256 o 2,171 + Resolver Load
Black Lies 20,558
AdaDoQ NSECE TLS No 18,824 TLS Key Exposure

Table 7: Different DNS Resolver - Authoritative communication methods under
overload conditions. QPS is maximum queries per second with attack traffic
(Non eXistant (NX) request flood) before it starts to lose packets. AdaDoQ is
our new method, Adaptive DNS over QUIC.

* Aggressive use is known to be supported only by Knot resolver by CZ.NIC.

AdaDoQ on the other hand shows the potential of switching to QUIC and
ditching any security overhead of DNSSEC. It gives a throughput of 20K QPS
which is 50% higher than all DNSSEC configurations (excluding Aggressive
Caching), and it gives 90% the throughput of plain DNS (using Knot resolver),
while avoiding zone enumeration attacks. These results suggest that separating
the normal and peek loads, as in AdaDoQ), is a strategy to solve the fundamental
issues DNSSEC introduces to denial of service attacks.
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Scaling Connections: In order to test the affects of handling multiple QUIC
connections simultaneously, we set up another experiment, where each resolver
is being randomly queried for one of 5 different zones, handled by 5 different au-
thoritative nameserver machines. In Table [8| we compare the results of AdaDoQ
(configured to use Black Lies on low traffic) against DNSSEC with Black Lies.
Results show that DNSSEC with Black Lies suffers a reduction of 16% in the
throughput of the system, while AdaDoQ suffers only 12% reduction. The results
suggests that while communicating with more servers does affect performance,
the affects are similar between AdaDo(Q and DNSSEC, and there’s no significant
impact of maintaining the QUIC connections.

Connection Stability: In certain scenarios, QUIC connections may be opened
and closed by the resolver or authoritative repeatedly, either by design, or ma-
liciously. For this reason we designed our solution with QUIC and not TLS,
as its overheads for establishing, resuming and terminating connections are low
(Section . To measure these overheads, we created an experiment where the
resolver and nameserver randomly close one of their open QUIC connections
every 1 second, forcing a new connection to be opened. Table [J]shows that while
this extreme scenario does affect the throughput of the system, the impact is
minimal, reducing the throughput by only 7%.

INX Proof||# Auth|Max QPS]

Black Lies ; g»ggg [NX Proof[[Drop Rate[Max QPS]
) 0 20,558
1 20,558 AdaDoQ ’
AdaDoQ 5 18.126 1/sec 19,119

Table 9: Measuring under overload of

Table 8: Comparing throughput of . R
queries to names that exist in the zone.

NXDOMAIN Proofs. # Auth: number

of authoritative nameservers queried.

5 Future Work

In this paper we focused on measuring existing DNSSEC configurations and cre-
ating a working PoC to measure the potential performance of AdaDoQ. We used
a deterministic switching algorithm, which requires manually configuring several
tunable parameters to reach optimal throughput (Section . It is interesting
to use an online machine learning model [I7], that can examine the resolver-
nameserver traffic online, to decide the best predictor for future load peaks and
lows in order to switch between QUIC and DNSSEC communication.
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6 Conclusions

Undoubtedly, DNSSEC is an important extension to the DNS protocol that
protects against DNS Hijacking (Cache Poisoning). Additionally, with aggres-
sive caching it provides good protection from most NXDomain floods and other
DDoS attacks. However, DNSSEC comes at a price; With NSEC/3 the author-
ity compromises the secrecy of its zone (allowing zone enumeration attacks) and
is restricted to slow zone updates, and with online signing (hence without ag-
gressive use) it is more susceptible to denial-of-service attacks which it amplifies
Furthermore, we have shown that switching form RSA signatures to ECDSA
signatures, only moves the computational bottleneck from the authoritative to
the risolver. We measured the extent of these overheads and shown that they
reduce the throughput of the system by 60% to 90%.

We proposed an adaptive configuration that maintains high throughput,
while not requiring authorities to compromise on their zone’s privacy, zone up-
date time, or level of security. Our approach called Adaptive DNS over QUIC
(AdaDoQ) is a hybrid approach that adapts itself to the traffic load on the
server. When the load is low, DNSSEC is used with any configuration that fits.
When the load is high, the resolver and nameserver switch to a persistent secure
QUIC connection, using the ZSK for authentication, and benefit from interact-
ing using plain DNS over this QUIC connection without the DNSSEC signature
overheads. We showed that our approach gives a throughput of 20K QPS which
is only a 10% reduction in throughput compared to plain DNS, and at least twice
as good as other DNSSEC configuration we tried (excluding aggressive caching).

Appendix A Measurement Setup

Throughout this paper we describe several experiments designed to measure the
throughput of DNS and DNSSEC configurations under NXDomain Flood attack
conditions. For this we set up 3 virtual machines hosted on Microsoft Azure [3]
cloud servers. Each machine has an Intel Xeon Platinum 8272CL processor, 4
virtual CPUs, 16GB RAM and Ubuntu 18.04 operating system.

— Client Machine
The client machine acts as the query initiator. It uses the resperf (version
2.3.4) stress tool by Nominum [35] to send a query stream consisting of
many unique DNS ‘A’ requests. In each experiment we measure the maxi-
mum rate of queries per second before the server starts dropping queries and
the response rate stops growing, indicating that some bottleneck has been
reached.

— Recursive Resolver Machine
The resolver is the machine that does the DNS lookups. It is configured
with either Bind9 (version 9.11.3) [6] or Knot Resolver (version 5.1.3) [15]
in order to compare different resolver configurations that are availalbe in one
but not in the other.
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— Authoritative Nameserver Machine
The authoritative nameserver is configured using Knot DNS (version 3.1.0).
In the various experiments we either configure it to use plain DNS or to use
DNSSEC with either RSA or ECDSA signatures in order to compare the
different overheads each introduces.

Appendix B Implementation Details

We create a proof-of-concept (POC) of our solution using current state-of-the-
art resolver and authoritative nameserver implementations (the code is available
in github Section [I]). To do that we used Knot DNS (version 3.1.0) for the
authoritative nameservers, and Knot Resolver (version 5.1.3) for the recursive
resolvers. Since resolver implementations do not implement QUIC capabilities
for resolver-nameserver communication, and changing their code directly would
be difficult task, we instead set up two QUIC proxies, one for the resolver side
and one for the authoritative nameserver side (Section . Instead of the resolver
and nameserver establishing a connection directly to each other, they both use
their corresponding proxies for incoming and outgoing traffic. The core logic of
when to switch between the secure QUIC connection and normal UDP is done
within the proxies. Figure [5|illustrates this setup.

For the switching algorithm, we track each resolver-nameserver unique com-
munication, aggregating the number of NXDomain messages received in a fixed
1-second window. We score their throughput using Exponential Moving Average
[16] with the following formula:

FZZQF1,1+(1—()4)fl (1)

Where Fj is the score of the connection in time 4, f; is the number of messages
received in time 4, and « € [0, 1] is a weight parameter, tunable to emphasize
more/less on recent messages.

When a resolver-nameserver communication score reaches a predefined thresh-
old, the resolver opts to open a QUIC connection with the nameserver. Open
connections are kept in a Priority Queue [I§] structure based on the connections’
score. When there are too many open connections, the resolver (or authoritative)
terminates the connection with the lowest score.

High Traffic:
quic

upP upp__ | Authoritative
ReSOIVGr - Nameserver

Low Traffic:
uop

Fig.5: Overview of AdaDoQ experiment setup. Proxies are in charge of upgrad-
ing/downgrading the QUIC connection with predefined settings. Resolver and
authoritative nameserver are configured to receive/sebd communication through
the proxies.


https://orcid.org/0009-0005-3640-7878
https://orcid.org/0000-0001-8351-0927
https://orcid.org/0000-0002-8165-2558

Resiliency Trade-offs of DNSSEC Configurations to DDoS Attacks 19

References

- W=

10.

11.

12.

13.
14.

15.
16.

17.

18.
19.
20.

21.

22.
23.
24.
25.
26.
27.

28.
29.

AdaDoQ proxy PoC. https://github.com/adadoqpoc/AdaDoQ

Chain of trust - wikipedia. https://en.wikipedia.org/wiki/Chain_of_trust
Cloud computing services — microsoft azure. https://azure.microsoft.com/
darkoperator/dnsrecon: ~ Dns  enumeration  script. https://github.com/
darkoperator/dnsrecon

Disposable email address - wikipedia. https://en.wikipedia.org/wiki/
Disposable_email_address

Dns, bind nameserver, dhcp, ldap and directory services. https://www.bind9.net/
draft-valsorda-dnsop-black-lies-00 - compact dnssec denial of existence or black
lies. https://tools.ietf.org/html/draft-valsorda-dnsop-black-1lies-00
Ecdsa: The missing piece of dnssec — cloudflare. https://wuw.cloudflare.com/
dns/dnssec/ecdsa-and-dnssec/

Economical with the truth: Making dnssec answers cheap. https://blog.
cloudflare.com/black-lies/

Economical with the truth: Making dnssec answers cheap. https://blog.
cloudflare.com/black-lies/#thetroublewithpreviousandnextnames

Google cloud platform blog: Introducing quic support for https
load balancing. https://cloudplatform.googleblog.com/2018/06/
Introducing-QUIC-support-for-HTTPS-load-balancing.html

Head-of-line  blocking -  wikipedia. |https://en.wikipedia.org/wiki/
Head-of-line_blocking

Ietf — internet engineering task force. https://www.ietf.org/

Isp column - october 2014. https://www.potaroo.net/ispcol/2014-10/ecdsa.
html

Knot resolver. https://www.knot-resolver.cz/

Moving average - wikipedia. https://en.wikipedia.org/wiki/Moving_average#
Exponential_moving_average

Online machine learning - wikipedia. https://en.wikipedia.org/wiki/Online_
machine_learning

Priority queue - wikipedia. https://en.wikipedia.org/wiki/Priority_queue
Quic - wikipedia. https://en.wikipedia.org/wiki/QUIC

Rfc 7129 - authenticated denial of existence in the dns. https://tools.ietf.org/
html/rfc7129#appendix-B

Rfc 9250 - dns over dedicated quic connections. https://datatracker.ietf.org/
doc/rfc9250/

rfc5155. https://datatracker.ietf.org/doc/html/rfcb155#section-1.1
rfc8198. https://datatracker.ietf.org/doc/html/rfc8198#section-9

rfc9002. https://datatracker.ietf.org/doc/html/rfc9002

Tls overhead - netsekure rng. http://netsekure.org/2010/03/tls-overhead/
X.509 - wikipedia. https://en.wikipedia.org/wiki/X.509

Ahmed, M.E., Kim, H., Park, M.: Mitigating dns query-based ddos attacks with
machine learning on software-defined networking. In: MILCOM 2017-2017 IEEE
Military Communications Conference (MILCOM). pp. 11-16. IEEE (2017)
Bernstein, D.J.: Nsec3 walker. http://dnscurve.org/nsec3walker.html| (2011)
Dierks, T., Rescorla, E.: The transport layer security (tls) protocol version 1.2
(2008)


https://github.com/adadoqpoc/AdaDoQ
https://en.wikipedia.org/wiki/Chain_of_trust
https://azure.microsoft.com/
https://github.com/darkoperator/dnsrecon
https://github.com/darkoperator/dnsrecon
https://en.wikipedia.org/wiki/Disposable_email_address
https://en.wikipedia.org/wiki/Disposable_email_address
https://www.bind9.net/
https://tools.ietf.org/html/draft-valsorda-dnsop-black-lies-00
https://www.cloudflare.com/dns/dnssec/ecdsa-and-dnssec/
https://www.cloudflare.com/dns/dnssec/ecdsa-and-dnssec/
https://blog.cloudflare.com/black-lies/
https://blog.cloudflare.com/black-lies/
https://blog.cloudflare.com/black-lies/#thetroublewithpreviousandnextnames
https://blog.cloudflare.com/black-lies/#thetroublewithpreviousandnextnames
https://cloudplatform.googleblog.com/2018/06/Introducing-QUIC-support-for-HTTPS-load-balancing.html
https://cloudplatform.googleblog.com/2018/06/Introducing-QUIC-support-for-HTTPS-load-balancing.html
https://en.wikipedia.org/wiki/Head-of-line_blocking
https://en.wikipedia.org/wiki/Head-of-line_blocking
https://www.ietf.org/
https://www.potaroo.net/ispcol/2014-10/ecdsa.html
https://www.potaroo.net/ispcol/2014-10/ecdsa.html
https://www.knot-resolver.cz/
https://en.wikipedia.org/wiki/Moving_average#Exponential_moving_average
https://en.wikipedia.org/wiki/Moving_average#Exponential_moving_average
https://en.wikipedia.org/wiki/Online_machine_learning
https://en.wikipedia.org/wiki/Online_machine_learning
https://en.wikipedia.org/wiki/Priority_queue
https://en.wikipedia.org/wiki/QUIC
https://tools.ietf.org/html/rfc7129#appendix-B
https://tools.ietf.org/html/rfc7129#appendix-B
https://datatracker.ietf.org/doc/rfc9250/
https://datatracker.ietf.org/doc/rfc9250/
https://datatracker.ietf.org/doc/html/rfc5155#section-1.1
https://datatracker.ietf.org/doc/html/rfc8198#section-9
https://datatracker.ietf.org/doc/html/rfc9002
http://netsekure.org/2010/03/tls-overhead/
https://en.wikipedia.org/wiki/X.509
http://dnscurve.org/nsec3walker.html

20

30.

31.

32.

33.

34.

35.

36.

37.

Daniel Dubnikov™® | Yehuda Afek®, and Anat Bremler-Barr

Feibish, S.L., Afek, Y., Bremler-Barr, A., Cohen, E., Shagam, M.: Mitigating dns
random subdomain ddos attacks by distinct heavy hitters sketches. In: Proceedings
of the fifth ACM/IEEE Workshop on Hot Topics in Web Systems and Technologies.
pp. 1-6 (2017)

Goldberg, S., Naor, M., Papadopoulos, D., Reyzin, L., Vasant, S., Ziv, A.: Nsech:
Provably preventing dnssec zone enumeration. In: NDSS (2015)

Imem, A.A.: Comparison and evaluation of digital signature schemes employed in
ndn network. arXiv preprint arXiv:1508.00184 (2015)

Kaminsky, D.: Black ops 2008: It’s the end of the cache as we know it. Black Hat
USA 2 (2008)

Man, K., Qian, Z., Wang, Z., Zheng, X., Huang, Y., Duan, H.: Dns cache poi-
soning attack reloaded: Revolutions with side channels. In: Proceedings of the
2020 ACM SIGSAC Conference on Computer and Communications Security.
p- 1337-1350. CCS 20, Association for Computing Machinery, New York, NY,
USA (2020). https://doi.org/10.1145/3372297.3417280} https://doi.org/10.
1145/3372297.3417280

Nominum: resperf(1) - Linux man page. https://linux.die.net/man/1/dnsperf/
(May 2019)

van Rijswijk-Deij, R., Hageman, K., Sperotto, A., Pras, A.: The performance im-
pact of elliptic curve cryptography on dnssec validation. IEEE/ACM transactions
on networking 25(2), 738-750 (2016)

Spacek, P.: Measuring efficiency of aggressive use of dnssec-validated
cache (rfc 8198). https://indico.dns-oarc.net/event/28/contributions/509/
attachments/479/786/DNS-0ARC-28-presentation-RFC8198.pdf (2018)


https://orcid.org/0009-0005-3640-7878
https://orcid.org/0000-0001-8351-0927
https://orcid.org/0000-0002-8165-2558
https://doi.org/10.1145/3372297.3417280
https://doi.org/10.1145/3372297.3417280
https://doi.org/10.1145/3372297.3417280
https://doi.org/10.1145/3372297.3417280
https://linux.die.net/man/1/dnsperf/
https://indico.dns-oarc.net/event/28/contributions/509/attachments/479/786/DNS-OARC-28-presentation-RFC8198.pdf
https://indico.dns-oarc.net/event/28/contributions/509/attachments/479/786/DNS-OARC-28-presentation-RFC8198.pdf

	Resiliency Trade-offs of DNSSEC Configurations to DDoS Attacks

